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The Conference
Brief History and overview

The UNESCO Chair on Cyberspace and Culture: Dual-Spacization of the
World has, since 2018, pursued a sustained programme of national and in-
ternational academic conferences aimed at expanding scholarly discourse,
strengthening international collaboration, and advancing research in media
and information literacy. Focusing on pressing contemporary issues and
emerging challenges across media, information ecosystems, digital tech-
nologies, and artificial intelligence, these events have established a crucial
forum for knowledge exchange and the dissemination of research by do-
mestic and international academics, researchers, and specialists.

Eight-Year Journey
of the International Seminar and Conference
on Media and Information Literacy (MIL)

Ongumsed by e LNE SO Ol oot Cidbars wnd Cybawsgence Dnasd Sgume o Werkd
o wihy of Wour W Maliors, Universiey of Trbe we

e il Fomiors T Supuriaity of M
of bebrmation o AT et

Figure 6. Eight-year journey of the int. conference on MIL

The Chair’s inaugural national conference took place on 29 October
2018 at the Faculty of World Studies, convened as a specialized symposi-
um on the theme of “Media and Information Literacy Cities”. Continuing this
trajectory, the second national conference was held on 22 October 2019,
bringing together leading scholars in the field. The third national iteration,
held in October 2020, addressed the theme “Countering the Disinfodemic:
Media and Information Literacy for All and by All".

In 2021, despite the operational challenges posed by the global COV-
ID-19 pandemic, the initiative expanded from a domestic forum into an
international conference series. Held virtually on 30 October 2021 under the
title “Media and Information Literacy for the Public Good", the fourth con-
ference featured presentations by scholars from Iran, Austria, and the Unit-
ed States. Maintaining this international framework, the fifth conference
took place on 24 October 2022, focusing on “Nurturing Trust: A Media and
Information Literacy Imperative” across two specialized panels featuring
contributors from Iran and France.

The sixth international conference, convened on 25 October 2023 at the
Faculty of World Studies, University of Tehran, addressed the theme “The
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Global Collective Agenda”. Timed to coincide with Global Media and Infor-
mation Literacy Week, the event brought together researchers from Iran,
India, Austria, Turkey, Portugal, Russia, the Philippines, Malaysia, and the
United Kingdom. Subsequently, the seventh international conference was
held on 28 October 2024, focusing on “New Digital Frontiers of Information”
with a particular analytical emphasis on defining and delineating national
versus global data boundaries. This iteration received over 100 abstracts
in Persian and English from scholars across Iran, New Zealand, Australia,
the United Arab Emirates, Pakistan, Tajikistan, Russia, India, Taiwan, Cana-
da, the United States, and China. The proceedings comprised four special-
ized bilingual panels featuring 27 speakers—7 international and 20 Iranian
scholars based domestically and abroad—alongside a technical workshop
delivered by Mobile Telecommunication Company of Iran (Hamrah-e Aval).

Most recently, the eighth international conference was held on 25 Oc-
tober 2025 under the theme “The Primacy of Mind over Artificial Intelli-
gence—Media and Information Literacy in Digital Spaces: Capabilities and
Challenges of Al for Nature and Natural Life”. The event attracted over 110
in-person participants and approximately 2,100 online attendees via Uni-
versity of Tehran Television, Rubika, and Zoom. The conference received
43 Persian and 47 English abstracts from scholars across four countries—
Bahrain, Turkey, the United States, and Austria—with selected papers deliv-
ered orally across eight specialized panels comprising 53 presentations in
Persian and English.

A retrospective review of these eight national and international con-
ferences demonstrates a steady evolution in the Chair's academic scope:
expanding from a domestic focus to an international agenda spanning the
Global North and South, and broadening its thematic domain from me-
dia-literate cities and modern governance to emerging imperatives such
as digital borders, trust, public interest, and artificial intelligence, all framed
through a local-global (“glocal”) perspective. The sustained cadence of
these eight editions has consolidated the Chair’s scholarly standing, deep-
ened research collaborations, and enriched national and international dis-
course on media and information literacy. The continuation of this intellec-
tual trajectory promises to further facilitate academic cooperation, enhance
research quality, and address the complex challenges arising within the
contemporary media and information landscape.

The collection of accepted conference abstracts presented in this vol-
ume offers an interdisciplinary exposition of the shifting relationships be-
tween power dynamics, the media, and human cognition, focusing on cog-
nitive warfare, media and information literacy, strategic communications,
and developments in digital technology. The Persian section comprises 42
abstracts (46 per cent of the total) and the English section contains 49 ab-
stracts (54 per cent), bringing the total to 91 abstracts.

This collection may be understood as reflecting the emergence of a
multidisciplinary research agenda in which cognitive warfare has become
a shared concern across media studies, cognitive science, political sci-
ence, law, and technology policy. The overarching trajectory of this research
agenda is shifting from the identification of threats towards elucidating
mechanisms of influence, strengthening human agency, and designing re-
silient strategies.
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Thematically, the first domain—narrative warfare, media representa-
tion, and strategic communications—forms one of the volume’s primary
pillars, containing approximately 26 abstracts. Within this axis, the media
are largely viewed as influential actors in constructing meaning, assigning
responsibility, framing threats, and legitimising political action. Recurring
topics include representations of contemporary conflicts, the contest of
narratives between Iran and the United States, media coverage of disputes,
public diplomacy, and soft power. The significance of this axis lies in ex-
panding the analytical scope from isolated message content to the compe-
tition over interpretive frameworks of reality.

The second domain—media and information literacy, cognitive preb-
unking, and resilience—comprises roughly 20 abstracts and focuses on
empowering audiences to engage critically with misinformation and ma-
nipulated content. Abstracts within this domain address the role of gen-
erative artificial intelligence, recommender algorithms, perceptual manip-
ulation, political polarisation, privacy, algorithmic bias, and legal risks. The
common thread running through these studies is a precise focus on how
platform architecture and the logic of personalisation can influence user
attention, judgment, and behavior.

The third domain—artificial intelligence, algorithms, and developments
in digital technology—contains around 15 abstracts and examines the
ramifications of generative Al, recommendation algorithms, system bias,
cognitive manipulation, and content personalisation. These studies stress
prevention, critical thinking, metacognition, the detection of synthetic con-
tent, and the preservation of audience autonomy of judgment. In contrast
to approaches reliant on post-publication fact-checking and correction,
this field focuses on the prior empowerment of users. Naturally, certain
abstracts within this strand remain at the stage of framework design or
literature review.

The fourth domain—cognition, psychology, human agency, and collec-
tive memory—comprises approximately 12 abstracts and concentrates on
the mental and social processes affecting the reception and interpretation
of messages. This axis examines cognitive biases, emotion, moral respon-
sibility, psychological vulnerability, collective identity, and audience agency.
These studies demonstrate that any understanding of cognitive warfare re-
mains incomplete without due regard for the mental and social processes
through which messages are received and reinterpreted.

The fifth domain—cultural identity, religion, diaspora, and social rep-
resentation—contains about 10 abstracts focusing on cultural memory,
national narratives, popular culture, cinema, children and youth, the rep-
resentation of social groups, and the role of religion in cognitive conflicts.
The sixth domain—Ilaw, ethics, governance, and the data economy—com-
prises roughly 8 abstracts, exploring legal issues, ethics, policymaking, the
data economy, tech corporate responsibility, data protection, smart system
regulation, platform surveillance, and the limits of technological interven-
tion. Together, these two axes demonstrate that the ramifications of cogni-
tive warfare extend beyond security concerns to encompass cultural, legal,
and economic dimensions.

Overall, the defining characteristic of this collection is the linkage es-
tablished between three distinct levels: the production and dissemination
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of messages, cognitive processing, and socio-political consequences. The
strength of this approach lies in transcending single-factor explanations
and attending to the complex interplay between technology, media, and au-
diences. Conversely, the methodological diversity, the distinction between
theoretical and empirical research, and the heterogeneity of study contexts
make direct comparisons of results challenging.
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Session 1.

Artificial Intelligence, Algorithmic Governance and
Human Agency in Cognitive Warfare

Advances in artificial intelligence and the expansion of algorithmic
systems are redefining power relations, mechanisms of perception
formation and the boundaries of human agency in cognitive conflict.
Examining cognitive governance, the architecture of perception and
human-technology interactions illuminates emerging approaches to
managing and directing cognitive processes.
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Governance and Human Agency
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Session 2.

Narrative Engineering, Public Diplomacy and the
Battle for Perception in Cognitive Warfare

Narrative engineering and public diplomacy constitute strategic
mechanisms for influencing collective perceptions, attitudes and
interpretations in contested environments. Analysis of narrative
competition, communication strategies and mechanisms of persuasion
examines the capacities and limitations of different actors in shaping
public perception and influencing the construction of meaning.
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Session 3.

Media Literacy, Cognitive Autonomy and the
Governance of Information Ecosystems

The increasing complexity of information ecosystems and the intensi-
fication of cognitive interventions underscore the need to reconsider
media literacy and the requirements of cognitive autonomy. Examining
information governance, critical content evaluation and the capacity
to identify and interpret messages provides a framework for strength-
ening informed agency and promoting responsible engagement with
information environments.
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Session 4.

Emotional Vulnerability, Polarisation and Cognitive
Resilience in Cognitive Warfare

Emotions, cognitive biases and mechanisms of social polarisation

are among the factors that shape the vulnerability of individuals and
groups to cognitive interventions. Analysing the relationships between
emotional arousal, judgement under conditions of uncertainty and

the intensification of social divisions elucidates the theoretical foun-
dations and strategic approaches required to strengthen cognitive
resilience.
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Session 5.

AMedia Representations of War, Perceptual
Manipulation and Critical Literacy

Media representations of war play a decisive role in shaping public un-
derstanding of conflicts, foregrounding selected realities and margin-
alising competing narratives. Examining visual imagery, news framing
and mechanisms of perceptual manipulation highlights the importance
of critical literacy in analysing media representations and evaluating
the relationship between narrative, power and reality.
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SEESION # 05

AMedia Representations of War,
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Session Chair: Dr Seyed Milad Mousavi Haghshenas

[]] Mellal Hall (D 15:15-17:15 PM

The Risks to Fundamental Rights of
J) 15:"5 Countering Cognitive Warfare through

Artificial Intelligence [in Persian]
Bahador Aminian Jazi

National Defence and the Agency of Local
O 15:30 Media in Times of War and Crisis [in Persian]
Masoud Zamani Moghadam

Somatic Engineering and Kinaesthetic
Resistance: Cognitive Warfare and the
(]
Q 15 ‘45 Embodied Foundations of Knowledge
Mohammad Bagher Shabanpour

Democratic Erosion in Latin America:
o Algorithmic Platforms, Disinformation

16.00 Networks, and Electoral Perception in

Closely Contested Elections

Elaheh Nourigholamizadeh

Narrative Engineering and Market

-I 6.1 5 Manipulation Allegations: Axios’s Reporting
O on the Iran War

Syed Humaira Ahad Chura

The Visual Moralisation of Conflict in News
Media: A Multimodal Framing Analysis of
(@) 16:30 the Ramadan War in BBC Persian and Iran
International [in Persian]

Maede Poorsafaee

The Contest of Narratives: A Comparative
Analysis of Media Representations of

() 16:45 ‘America from China's Perspe.ctivef and
‘China from Its Own Perspective’ [in Persian]
Ghazal Izadi

Discussion

Prayer & Break




Conference
Programme 101

Session 6.

Memory, Cognition and Ethical Responsibility in
Digital Ecosystems

The mediation of memory, judgement and decision-making by digital
technologies raises new questions concerning cognitive reliability and
ethical responsibility. Examining the influence of Al-generated con-
tent, visual memes, cognitive inoculation and ethical choice elucidates
the relationship between human agency, meaning-making and ac-
countability in digital environments.
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In the Name of God

Keynote Paper by the Conference Chair

The New Cognitive Warfare in Connection
with Quantum Artificial Intelligence and
the Dual-Spacization Model of Cognitive
Warfare Literacy (CWL) Assessment

Saied Reza Ameli

Professor of Department of Communications and Global Studies, University
of Tehran; Chair of UNESCO Chair on Culture and Cyberspace: Dual-Spaci-
zation of the World

ssameli@ut.ac.ir

Introduction

As we convene the Ninth International Conference on Information and Me-
dia Literacy, equipping the public—particularly those directly exposed—with
information and media literacy to counter cognitive warfare techniques
has become an inescapable imperative. The UNESCO Chair on Culture and
Cyberspace takes inspiration from the theme designated by UNESCO for
2026: “We All Have a Role: Information and Media Literacy for the People”.
Accordingly, the Chair has framed the sub-theme of its Ninth International
Conference as “We All Have a Role: Citizens as Actors in Cognitive Warfare
in a World of Conflict”, to be hosted by the Faculty of World Studies at the
University of Tehran on 2 November 2026. Within the framework of this
international scholarly gathering, efforts are directed at evaluating and ele-
vating the literacy of the Iranian and global public regarding the mechanics
of cognitive warfare. These mechanics manifest through disinformation,
message distortion, the inculcation of corruption, discrimination, and per-
ceived failure, as well as narrative amplification designed to incite civil strife
or induce artificial food shortages. Such multifaceted tactics share a pri-
mary objective: destroying a nation from within, eroding national cohesion,
engendering distrust toward public institutions, and fostering pervasive
feelings of impoverishment and defeat.

Cognitive warfare represents a hybrid synthesis encompassing psy-
chological operations, public diplomacy, cultural infiltration, cyber warfare,
and conscious as well as unconscious cognitive manipulation, augmented
by algorithmic warfare. Its aim is to fundamentally alter the cognition and
behaviour of target populations—encompassing governance actors, military
personnel, and the general public. Furthermore, cognitive warfare involves
the strategic application of neuroscience, behavioural sciences, and digital
technology to penetrate and disrupt human cognition, establishing itself as a
vital component of modern strategic conflict capable of delivering immense
destruction and transformative impact. Operating without hard military oper-
ations—and often deployed before, during, and after conventional warfare—it
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seeks to induce the collapse or systematic debilitation of rival political re-
gimes. In Chinese military doctrine, cognitive warfare is understood as a
composite of public opinion warfare, psychological operations, and legal
warfare—famously conceptualised as the ‘Three Warfares’ doctrine—de-
signed to achieve intellectual and psychological dominance over both the
citizenry and state officials (Hung and Hung, 2022). Given its complex and
multifaceted nature, cognitive warfare constitutes an interdisciplinary—and
indeed transdisciplinary—field, intersecting management, policymaking, so-
ciology, cognitive psychology, data mining engineering, computer and quan-
tum sciences, defence engineering, and related disciplines.
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Figure 1. The Dual-Spacization of the World in Media and Information Literacy

NATO designates cognitive warfare as a novel operational domain, po-
sitioned alongside the traditional domains of land, sea, air, space, and cy-
ber. According to NATO Allied Command Transformation, cognitive warfare
comprises coordinated actions executed in tandem with other instruments
of power to target the attitudes and behaviours of individuals, groups, or
populations by influencing, protecting, or disrupting cognition, thereby se-
curing a decisive advantage over an adversary (Deppe and Schaal, 2024).
Concurrently, the emergence of frontier technologies has propelled the
architecture of cognitive warfare beyond conventional psychological op-
erations towards complex, algorithmic, systematic, granular, high-speed,
networked, hyper-personalised, integrated, and highly controllable forms
of psychological warfare. Algorithmic cognitive warfare, leveraged through
intricate computational coding, possesses kinetic destructive potential—as
demonstrated by the recent detonation of pagers during the conflict be-
tween the Israeli regime and Lebanon (El-Bayaa and Gultekin, 2025).

1) The Nexus between Cognitive Warfare, Artificial Intelligence,
and Quantum Processing Technologies

The nexus connecting cognitive warfare to artificial intelligence and quan-
tum processing technologies reflects the transition from traditional meth-
odologies to sophisticated systems powered by billions of parameters
within coded environments. Driven by the processing capacity of micro-
chips housing hundreds of billions of transistors, these systems enable re-
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al-time detection, targeted action, and tailored influence across individual
and collective domains.

Formulating a strategic response to cognitive warfare for the Islamic
Republic of Iran requires precise articulation across two primary dimen-
sions: first, at the level of doctrine and theoretical strategy; and second, at
the operational level. Operationally, attention must be directed to the neg-
ative constraints rooted in Islamic doctrine, ethics, and normative frame-
works regarding the deliberate erosion of human morale, identity, and char-
acter, particularly concerning non-combatants. This raises fundamental
ethical questions regarding the deployment of unethical instruments such
as disinformation, labeling, and character assassination. On another lev-
el, cognitive warfare considerations must be fully integrated into defensive
frameworks across offensive, defensive, and deterrent capabilities alike.

2) Four Interlinked Strategic Levels of Cognitive Warfare

Cognitive warfare must be understood as a multi-tiered phenomenon, the
comprehension of which necessitates the simultaneous examination of
technological infrastructures, shifts in military doctrine, operational meth-
ods, and the strategic imperatives of defence and deterrence.

1. First Level: At this primary level, it is essential to delineate the distinct
attributes and transformative features of emerging technologies—fo-
cusing specifically on artificial intelligence and quantum processing—
in contrast to legacy systems, thereby isolating the unique architecture
of Al-driven paradigms. This level encompasses the infrastructural,
structural, and technological dimensions that generate novel attitudi-
nal, institutional, and procedural divergences.

2. Second Level: The focus here centres on fundamental shifts in mili-
tary doctrine—specifically, the transition from conventional, high-risk,
and capital-intensive hard warfare towards low-cost, low-risk, and
highly efficacious hybrid cognitive doctrines capable of devastating
an adversary'’s social and cultural cohesion. At this juncture, we con-
front paradigm shifts that redefine the very semantic architecture of
aggression, defeat, defence, and deterrence. Within this framework,
the strategic trajectories of both China and the United States war-
rant close observation. Furthermore, in formulating an foundational
scriptural doctrine grounded in divine values, this level establishes the
epistemological bedrock governing the nature and quality of defensive
and offensive posture.

3. Third Level: This level addresses the practical application of these
technologies within the domain of cognitive warfare, alongside the
deployment of tactical and technical mechanisms associated with
psychological, cyber, biological, and hybrid cognitive operations. Here,
a concise retrospective analysis will be conducted regarding the
methods and tactics of cognitive warfare deployed against the Islamic
Republic of Iran since 1979 (1357 HS), the year of the Islamic Revolu-
tion’s victory.

4. Fourth Level: At the final tier, attention shifts to the strategies and doc-
trine of the Islamic Republic of Iran concerning defensive and offen-
sive cognitive warfare, fully accounting for national capabilities and
value-based considerations rooted in divine thought.
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Figure 2. Four strategic levels in cognitive warfare

2.1) Level One: Understanding the Architecture of Artificial Intelligence
and Quantum Technologies

The architecture of artificial intelligence and quantum technologies rests
upon specific structural features that underscore their exceptional effica-
cy, operational utility, and hitherto unexplored capabilities. Fundamental-
ly, digital technologies can be analysed through a matrix of structural and
functional properties that set them apart from conventional technological
paradigms.

First, the digital nature of these technologies enables the conversion,
storage, processing, and transmission of vast volumes of data. Second, their
modular and networked configuration facilitates the interconnection of au-
tonomous components and the dynamic reconfiguration of systems accord-
ing to evolving requirements. Third, their algorithmic structure and systemic
engineerability enhance the precision with which computational processes
can be designed, tested, and optimized. Fourth, the integrative, systemic
character of these architectures expands the potential for seamless interac-
tion across data streams, software, computational infrastructure, and deci-
sion-making mechanisms.

Furthermore, Large Language Models (LLMs), characterized by deep
multi-layered architectures and vast parameter counts, provide sophisticated
capabilities in text generation and analysis, automated reasoning, software
development support, and administrative task execution. Beyond conversa-
tional interface applications, these models—subject to technical constraints
and security protocols—hold significant potential for utility in industrial data
analytics, urban management, e-governance, and intelligence research into
information environments and cognitive warfare. Finally, the layered nature of
these architectures allows for a functional decoupling of data, model, soft-
ware, and application layers, which, while serving discrete operational roles,
interact dynamically through standardized interfaces and protocols.

2.2) Level Two: The Transition to Low-Cost, Low-Risk, High-Yield Warfare
Doctrines (US and China Case Studies)

Although cognitive warfare may be waged prior to, during, or following kinetic
conflict, it has increasingly attained the status of an independent strategic
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posture. Indeed, cognitive warfare is now conceptualised as a “substitute
warfare” capable of achieving the primary objective of conflict—the defeat of
the adversary—without recourse to kinetic engagement.

While acknowledging the critical importance of cognitive warfare, the
United States has adopted a hybrid doctrine combining defensive measures
with calibrated offensive capabilities (Bernal et al., 2020). Washington has
invested heavily in emerging technologies—most notably Al and quantum
computing—with the overarching strategic ambition of maintaining global
dominance in this sphere (Kosal and Putney, 2023). The US has long integrat-
ed cognitive operations into its strategic posture through traditional psycho-
logical and information operations, exemplified by the activation of the US
Army’s 4th Psychological Operations Group, tasked with influencing foreign
publics, domestic audiences, and military decision-makers across multiple
echelons (King, 2011). With the advent of cyberspace and the proliferation of
cyber warfare across social media platforms, email communications, com-
mercial advertising, and synthetic media (deepfakes), these operations ac-
tively seek to erode the structural resilience of target states.

American strategy prioritizes the pervasive integration of artificial intel-
ligence into high-precision computational systems dedicated to cognitive
warfare. Furthermore, US strategic doctrine emphasizes the end-to-end
automation and intelligent optimization of operational workflows, spanning
target identification, campaign design, and execution (Probasco and Jang,
2025).

Conversely, within Chinese strategic doctrine, artificial intelligence is
conceptualized as the cognitive equivalent of a nuclear weapon—a capability
possessing the power to comprehend, forecast, and direct human behav-
ior and action. Under this paradigm, human-machine interaction gives rise
to seamless human-machine and machine-human extensions. Capitalizing
on advancements in extended reality (XR) and virtual reality (VR)—which in-
creasingly substitute for objective reality—Chinese theoretical models posit
that the boundary separating human cognition, artificial intelligence, and hu-
manoid robotics is becoming increasingly porous (Hung and Hung, 2022).

In operational terms, China leverages artificial intelligence across both
overt and covert cognitive domains. In the overt domain, cognitive technolo-
gies are deployed across three distinct areas:

1.Cognitive Monitoring: Involving the capture and aggregation of neuro-

logical signals and physiological biomarkers associated with mental
activity. This approach seeks to consolidate data pertaining to enemy
cognitive states, where access to the psychological and physiological
profiles of opposing personnel during tactical operations can signifi-
cantly amplify military impact.

2.Cognitive Disruption Technologies: Utilizing a spectrum of mecha-

nisms designed to compromise adversary brain function. For instance,
high-power microwave weaponry can induce disorientation, nausea, or
localized pain from a distance. American analysts have posited that the
health incidents reported by US diplomats in Havana resulted from di-
rected-energy weapons, with Chinese capabilities listed among primary
subjects of strategic assessment. Indeed, China continues to conduct
research and experimental testing into remote brain-impact technolo-
gies (Kosal and Putney, 2023).
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2.3) Level Three: Methods, Tactics, and Techniques of Cognitive Warfare:
Destruction and Subversion against the Islamic Revolution and the Islamic
Republic of Iran

A diverse array of proactive and reactive tactics—supported by advanced ca-
pacities for monitoring and interpreting latent data, satellite-enabled “quan-
tum surveillance” to trigger automated responses to sensitive events, and the
expansion of connected devices across the Internet of Things (loT) and the
Internet of Everything (IoE)—has provided the foundational infrastructure for
a new paradigm of cognitive engineering.

In short, the American cognitive campaign against Iran represents a com-
plex puzzle composed of innumerable moving parts. Every event or interven-
tion—from a single tweet to a Hollywood film, from economic sanctions to a
formal diplomatic greeting—constitutes a segment within this broader matrix
of soft confrontation. Shortly after the victory of the Islamic Revolution, US
authorities launched Voice of America’s Persian radio service in 1979 (1357
SH), followed by its television network in 1994, which eventually expanded
into a 24-hour broadcasting service in 2002 (Asgharirad, 2012). With the
rapid proliferation of the internet from 1998 onwards, the establishment of
Google, and the subsequent rise of social media platforms in 2002, the oper-
ational domain of soft warfare and cognitive warfare expanded substantially.

From the very inception of the Islamic Revolution, the United States initi-
ated psychological operations targeting the new order. Direct threats against
the regime culminated in the Tabas military operation in 1980, which was
swiftly followed by indirect warfare waged through proxy via Irag. The delib-
erate influx of Western films, videos, and music on the one hand, alongside
the imposition of trade restrictions and sanctions on the other, formed inte-
gral components of this psychological campaign.

The distinct diplomatic posture adopted by the Obama administration
in 2009—characterised by conciliatory rhetoric and the establishment of a
“Virtual Embassy”—formed part of a continuum combining attraction and
coercion aimed at conditioning public opinion to perceive the Iranian state
as inherently irrational. The subsequent escalation of economic sanctions
to crippling levels, alongside the initiation of negotiations in 2012 that cul-
minated in the Joint Comprehensive Plan of Action (JCPOA) in 2015, operat-
ed alongside direct diplomatic backing for the Green Movement and tactical
assistance to Twitter-based communication networks from 2009 onwards.
This dual strategy of pressure and allure was designed to steadily erode the
foundations of the Islamic Revolution. President Trump’s unilateral repudia-
tion and exit from the JCPOA in 2018, combined with the assassination of
Iranian nuclear scientists, marked a further intensification of this policy of
coercion, threats, and targeted killings. Similarly, the Biden administration’s
explicit support for the 2022 “Woman, Life, Freedom” protests, alongside
comprehensive cyber operations and extensive media infrastructure de-
ployed to polarise Iranian society, represents the logical continuation of this
overarching framework.

2.4) Level Four: Strategies and Doctrines of the Islamic Republic of Iran in
Defensive and Offensive Cognitive Warfare

The fundamental question that arises is grounded in Islamic doctrine, what
form should the Islamic Republic of Iran's engagement with cognitive war-
fare take? Clarifying the nation’s offensive strategy in this domain requires
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addressing several essential theoretical and strategic questions:

1. What tactical and strategic measures must be adopted to neutralize
enemy cognitive operations targeting the Iranian public and regional
populations?

2. Are offensive cognitive operations targeting civilian populations doctri-
nally permissible?

3. What deterrent, defensive, and offensive strategies should be deployed
against enemy military forces prior to, during, and following an act of
aggression?

4. |s a conceptual distinction to be made between “hard” cognitive ag-
gression—which results in physical or neurological harm—and “soft”
cognitive engagement, which relies on persuasion, exposition, and in-
tellectual illumination?

Answering these four questions delineates the macro-strategy of the Is-
lamic Republic of Iran within the realm of cognitive and hybrid warfare. This
strategy aims not only to neutralise enemy cognitive operations directed at
citizens and state actors, but also to offensively target the distorted public
perceptions cultivated within enemy states and their peripheral alliances.

3) The Dual-Spacization Model of Cognitive Warfare Literacy (CWL)
Assessment: Dimensions, Indicators, and Scales

To rigorously measure “Cognitive Warfare Literacy,” this model rests upon
three foundational principles: individual cognitive autonomy, the ability to de-
tect the manipulation of information, and a structural understanding of the
dynamic interplay between the virtual world and the physical world. Within
this framework, 50 specific indicators are distributed across 10 distinct di-
mensions. The weighting assigned to each dimension reflects its conceptu-
al significance and functional role in identifying and counteracting cognitive
manipulation. Consequently, these figures represent initial expert weightings
rather than final coefficients derived from empirical statistical validation.

3.1) Weighting the Ten Dimensions

As demonstrated in the theoretical framework, the constituent components
do not contribute equally to the final composite score. Within this model,
Cognitive and Perceptual Literacy commands the highest weighting at 15
per cent, closely followed by Information Literacy and Fact-Verification at
14 per cent. Dual-Spacization and Hybrid Literacy and Algorithmic and Al
Literacy each account for 13 per cent. Together, these four core dimensions
constitute 55 per cent of the total evaluation. Thus, more than half of the
overall assessment focuses directly on an individual's capacity to compre-
hend perceptual processes, evaluate information critically, navigate the con-
vergence of physical and virtual environments, and understand the structural
role played by algorithmic systems.

At the next tier, Narrative and Discursive Literacy holds a 10 per cent
weighting, while Social and Social-Capital Literacy and Emotional and Psy-
chological Literacy each account for 9 per cent. This distribution underscores
the profound influence of narrative frameworks, social bonds, and affective re-
sponses when individuals are exposed to high-impact persuasive messaging.
Resilience and Agency (7 per cent) and Political and Geopolitical Literacy (6
per cent) represent additional dimensions focused on deliberative action and
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an understanding of macro-contextual dynamics. The lowest weighting, 4 per
cent, is assigned to Ethical and Legal Literacy. However, this lower numerical
weight does not imply that ethics and law are of minor importance; rather, it
simply reflects their proportionate placement within this quantifiable model.
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Figure 3. Weighting of Dimensions in the Total CWL Score

The sum of these weights equals exactly 100 per cent, allowing the
scores of individual dimensions to be synthesized into an aggregate index.
Nevertheless, this framework should be understood as a conceptual pro-
posal rather than an absolute, definitive standard. The assigned weights
require further expert review and empirical validation. For valid application,
the operational definition of each dimension, the scoring methodology, item
quality, and the suitability of indicators across diverse demographic groups
must be thoroughly evaluated. Furthermore, it must be clearly established
how the overall composite score is derived from sub-scores, and whether
these weightings remain stable across varying operational contexts. The
primary utility of this model lies in offering a clear, structured starting point
for scholarly dialogue, empirical testing, and the refinement of a compre-
hensive, multidimensional assessment tool.

At the centre of the model lies the concept of Cognitive Warfare Liter-
acy, surrounded by ten peripheral sectors representing the various facets
of an individual's capacity to detect, analyse, and navigate cognitive influ-
ence. The circular design emphasizes the interconnectedness of these di-
mensions: no single dimension fully accounts for cognitive capability on its
own. A robust assessment must account for the dynamic relations existing
between cognition, information, technology, emotion, narrative, society, pol-
itics, and ethics.

Furthermore, the model visually positions the virtual world and the
physical world on opposing sides of a shared continuum. Within the virtual
domain, social networks, media, data, and intelligent systems are highlight-
ed; within the physical domain, real-world events, society, and collective
actions are emphasized. This visual contrast serves as a reminder that
digital messages do not remain confined to online environments. Circulat-
ed narratives and perceptions directly intersect with everyday experiences
and social behaviours, just as physical events continuously shape online
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discourse. From this perspective, the “dual-spacization” dimension refers
specifically to an individual’s ability to navigate and track the continuous
feedback loops operating between these two interlinked environments.

Cognitive Warfare Bipolar Literacy Model (CWBLM) §
. 10 Dimensicns, 50 Measurable Indicators

Figure 4. The Dual-Spacization, 10-Dimension, 50-Indicator Cognitive Warfare Literacy Model

Collectively, the four core dimensions—Cognitive, Information, Algorith-
mic, and dual-spatial literacy—comprise 55 per cent of the model’s total
weight, as they directly measure an individual’s functional capacity to deci-
pher the mechanisms driving modern cognitive warfare.

2.3) Fifty Operational Indicators and Dimensional Weightings

In the tables that follow, each indicator is assigned a percentage weighting
based on a total score of 100, accompanied by a proposed measurement
technique.

Dimension 1: Cognitive and Perceptual Literacy — 15 Points

This dimension is fundamental because exposure to information passes
through an individual’'s cognitive architecture and interpretative mecha-
nisms before it leads to judgment or decision-making. Consequently, eval-
uating cognitive warfare literacy without examining how beliefs are formed
and judgments revised remains inherently incomplete. As the cognitive core
of this framework, this dimension assesses the extent to which an individ-
ual can distinguish an initial impression from an evidence-based judgment,
while maintaining intellectual autonomy in the face of new empirical data.

No. Measurement Indicator Weight (%)
1 Identification of confirmation bias in information absorption 3%

5 Differentiation between objective facts, interpretations, 3%
value judgments, and propaganda 0

3 Identification of manufactured narratives alleging opponent 3%
victory or national collapse 0

4 Recognition of perceptual manipulation executed via 3%
messaging saturation and selective highlighting 0

5 Capacity to recalibrate judgments upon receipt of verifiable 3%
empirical evidence °
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The third indicator specifically evaluates the capacity to rigorously examine
empirical evidence regarding claims of victory or defeat, rather than uncrit-
ically accepting a preferred narrative beforehand.

Dimension 2: Information Literacy and Fact-Checking — 14 Points

The importance of this dimension derives from the direct reliance of cogni-
tive processing on the structural quality of the information ecosystem. In an
environment defined by rapid dissemination across multiple channels, mere
access to content does not equate to valid comprehension. The framework
must therefore evaluate an individual’s capacity to scrutinise the empirical
basis of their own judgments. This dimension bridges internal cognitive
understanding with external evidence, determining whether an individual's
assessment is grounded in reliable data or biased by the structural con-
straints of the information environment.

No. Measurement Indicator Weight (%)
6 Evaluation of news source credibility and institutional » 8%
independence =

. Verification and forensic authentication of images and 0.8%
audio-visual media

8 Identification of fabricated news and intentional 0.8%
disinformation campaigns

9 Comparative cross-referencing of multiple independent 0 8%
news sources
Detection of selective statistical presentation and

10 ) 2.8%
decontextualised data usage

Dimension 3: Algorithmic and Artificial Intelligence Literacy — 13 Points
This dimension is rendered necessary by the expanding role of computa-
tional architectures in orchestrating the information ecosystem. Individual
digital experience is rarely the result of pure personal selection; it is shaped
by platform design, automated curation, and algorithmic data processing.
Assessing cognitive warfare literacy must therefore extend beyond textual
analysis to encompass the technical mechanisms that structure informa-
tion exposure. This dimension gauges how well an individual understands
the mediating role of technology in shaping digital experience, without re-
ductively mistaking every algorithmic effect for intentional malice.

No. Measurement Indicator Weight (%)

11 Understanding the operational logic of recommendation 9 6%
algorithms P
Identification of filter bubbles and algorithmic echo

12 2.6%
chambers

13 Detection of automated bots and coordinated inauthentic 9 6%
behavior P
Recognition of Al-generated or synthetic media

14 . . 2.6%
manipulation

15 Comprehension of micro-targeted advertising and 5 6%
behavioral persuasion mechanics =P
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Dimension 4: Emotional and Psychological Literacy — 9 Points

Human reasoning and judgment are intrinsically linked to emotional re-
sponses; affective states directly influence attention, evidence evaluation,
and decision-making. Assessing this dimension is essential to understand
the gap between receiving information and acting upon it. In this framework,
this domain demonstrates that cognitive literacy cannot focus solely on an-
alytical or logical abilities, but must also incorporate emotional regulation
and psychological self-awareness. This approach evaluates an individual’s
readiness to respond deliberately to high-stress, emotionally charged mes-
saging without framing emotion itself as an inherent cognitive vulnerability.

No. Measurement Indicator Weight (%)

16 Identification of calculated exploitation of fear and 1.8%
systemic anxiety

17 Recognition of targeted incitement of collective anger and 1.8%
societal hostility

18 Detection of engineered narratives designed to induce 1.8%
helplessness and despair

19 Capacity for emotional self-regulation prior to 1.8%
redistributing content
Understanding mechanics of emotional contagion within

20 . 1.8%
digital networks

Dimension 5: Narrative and Discursive Literacy — 10 Points

Socio-political events are rarely understood outside of interpretative frame-
works. Narratives enable individuals to connect disparate occurrences, assign
meaning, and evaluate significance. Consequently, narrative analysis consti-
tutes a core pillar of the Cognitive Warfare Literacy framework. This dimen-
sion focuses on how meaning is structured and collective perceptions formed,
without assuming that every coherent or recurring narrative is inherently de-
ceptive. Including this domain measures an individual’s ability to examine the
interpretative context of messages, distinguishing between evidence-based
narratives, defensible commentary, and manipulative representations.

No. Measurement Indicator Weight (%)

21 Identification of narrative framing and editorial steering 2%

99 Detection of fabricated narrative arcs constructed around %
real-world events

23 Recognition of selective context suppression and omitted 2%
background data

94 Identification of pejorative labeling, stereotyping, and 2%
adversary construction
Detection of organized narrative repetition and cross-

25 L 2%
platform synchronization

Dimension 6: Dual-Space and Hybrid Literacy — 13 Points

This dimension forms the defining axis of the proposed model, for contempo-
rary human experience no longer unfolds within a fixed boundary separating
digital environments from the physical world. Information circulated across
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virtual space routinely dictates social relations, public trust, and tangible of-
fline actions; conversely, real-world events acquire vastly altered meanings
through digital representation. Consequently, analyzing either sphere in iso-
lation is insufficient for comprehending cognitive processes in their entirety.
This dimension enables the analysis of reciprocal dynamics between these
two environments, evaluating an individual's ability to grasp the social and
behavioural ramifications of this interplay—without assuming the relationship
between the virtual and physical realms to be strictly linear or inevitable.

No. Measurement Indicator Weight (%)

o6 Grasping the impact of virtual algorithms on physical 2 6%
perception and behaviour

7 Comprehending the translation of physical events into 2 6%
digital representations

08 Detecting the exploitation of real-world incidents for 0 6%
misleading narrative construction

29 Discerning the feedback loops between the virtual and 2 6%
physical worlds
Evaluating the repercussions of digital behaviour on social

30 . . 2.6%
trust and civic action

Dimension 7: Political and Geopolitical Literacy — 6 Points

Interpreting information flows within political and international conflicts
requires close attention to the structural context in which information is
produced and disseminated. Actor interests, power relations, and regional
or global rivalries directly shape topic selection, representational framing,
and audience perception. This dimension is crucial for anchoring cognitive
analysis within the empirical realities of conflict. Its inclusion evaluates an
individual’s capacity to understand the political contextualisation of claims
without reducing message credibility merely to the speaker’s identity or po-
litical affiliation—thereby balancing contextual analysis with independent
evidentiary evaluation.

No. Measurement Indicator Weight (%)
Comprehending the interests and strategic objectives of

31 ] 1.2%
conflict actors

32 Independently evaluating claims of military and political 1 28
victory or defeat P
Detecting information influence and psychological

33 . 1.2%
operations

34 Distinguishing evidence-based political critique from 1.9%
deceptive assertions P
Grasping the role of geopolitical rivalries in directing

35 ] 1.2%
information flows

Dimension 8: Social Literacy and Social Capital — 9 Points

When effective, cognitive warfare transcends individual beliefs to erode
collective trust, cooperation, and social cohesion. Assessing cognitive war-
fare literacy therefore demands attention to collective capacities and how
individuals navigate divergent perspectives. This dimension connects the
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individual level of analysis to interpersonal and intergroup relations, exam-
ining the roles of reasoned dialogue, mutual trust, and civic responsibility. A
society resilient against disinformation is not merely a collection of critical
individuals; it requires robust social bonds that permit the rigorous evalua-
tion of disagreements without triggering unnecessary polarization.

No. Measurement Indicator Weight (%)

36 Identifying deliberate attempts to induce social polarization 1.8%

37 Detecting the erosion of social trust caused by deceptive 1.8%
information

38 Engaging in reasoned, evidence-based dialogue with 1.8%
opposing perspectives

39 Identifying rumors intended to incite social conflict 1.8%
Distinguishing legitimate civic protest from manipulative

40 . 1.8%
incitement to violence

Dimension 9: Ethical and Legal Literacy — 4 Points

The evaluation of cognitive warfare literacy must not be restricted to tech-
nical information processing, as the dissemination and utilization of knowl-
edge carry profound ethical and legal consequences. Even an individual with
advanced analytical skills may exacerbate information harms if they disre-
gard the rights of others or neglect communicative responsibilities. This di-
mension provides the normative framework for the model, linking cognitive
capability with ethical responsibility. Assessing this domain determines the
degree to which information practices align with human dignity, individual
rights, and accountability for the downstream effects of sharing content.

No. Measurement Indicator Weight (%)

41 Adhering to principles of information integrity and 0.8%
intellectual honesty

49 Respecting human dignity when engaging with ideological 0.8%
opponents

43 Recognizing the threshold between freedom of expression 0.8%
and incitement to violence

m Respec.ting privacy rights and personal data protection 0.8%
regulations
Demonstrating accountability when correcting and

45 ) o ) 0.8%
recirculating information

Dimension 10: Cognitive Agility and Social Resilience— 7 Points

Social resilience concerns the ability to maintain analytical rigor and act
adaptively under conditions of information pressure, ambiguity, and flux.
Theoretical knowledge and analytical skills possess real-world utility only
when individuals can deploy them within ambiguous real-time situations.
Thus, the model must measure not only static analytical capacity but also
the translation of that capacity into deliberate decisions and actions. Com-
pleting the applied dimension of the framework, this component illustrates
that navigating complex information environments demands intellectual
flexibility, tolerance for ambiguity, and a willingness to revise judgment—
rather than dogmatic adherence to prior beliefs.
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No. Measurement Indicator Weight (%)
Resisting social and group pressure to conform to

46 . . 1.4%
dominant narratives

47 Demonstrating sound decision-making under conditions of 1.4%
informational ambiguity

48 Effectively managing exposure to high volumes of 1.4%
contradictory information

49 Updating beliefs and behaviors following rigorous 1.4%
verification
Responsibly participating in the correction and debunking

50 1.4%
of false information °

3.3) Scoring System and Composite Index Calculation

For each indicator, a raw score ranging from 0 to 4 is assigned. This proposed
scoring system is designed to transition cognitive warfare literacy assess-
ment away from impressionistic descriptions toward a standardized, repli-
cable process. Establishing this common framework ensures a consistent
interpretation of performance across dimensions, allowing researchers to
differentiate basic familiarity from independent critical analysis.

Performance . Scale
Criterion
Level Level
. Incorrect response or complete inability to
Deficient 1
perform the task
Limited recognition accompanied by fundamental
Weak . 2
analytical errors
Partial identification of the problem with
Moderate . . 3
incomplete reasoning
Largely accurate identification supported by
Good . . 4
reliable evidence
Precise diagnosis, independent reasoning, and

Excellent ) . . o
evaluation of conflicting evidence

Deploying operational performance levels aids in identifying diagnostic
strengths and educational needs, provided that evaluation criteria are clear-
ly operationalized and uniformly applied across contexts. Furthermore, the
validity of the overall composite index depends on the aggregation meth-
odology, justification of assigned weights, and empirical reliability testing.
Until empirically validated, these proposed weights serve as baseline pa-
rameters. The following five-tier scale is provided for the initial interpreta-
tion of composite scores.

il Very Weak 0 to less than 20

anl | Weak 20 to less than 40

Medium 40 to less than 60

m Good 60 to less than 80
m Advanced 80 to 100

Figure 5. CWL levels and scores
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4.3) Methodology for Weight Stabilisation
To operationalise this framework into a methodologically sound research
instrument, | propose a four-stage execution process:

1. Expert Delphi Consensus: Engaging specialists across cognitive sci-
ence, communications, social sciences, artificial intelligence, social
psychology, jurisprudence, and security studies to refine the analytical
indicators.

2. Weighting via Analytic Hierarchy Process (AHP) or Best—Worst Meth-
od (BWM): Determining the relative weight of each dimension and
comparing empirical weightings against baseline assumptions.

3. Pilot Testing: Administering the survey and functional performance
tests to a representative sample of approximately 200 to 300 re-
spondents, calibrated to the instrument’s structural parameters and
analytical requirements.

4. Final Validation: Assessing content validity, factorial structure, reliabil-
ity, criterion validity, and indicator performance across diverse demo-
graphic cohorts.

It is advisable that functional performance tests constitute a larger pro-
portion of the assessment than self-reporting questionnaires—particularly
for indicators 3, 13, 22, 27, 28, 32, and 40—given the prevalent human ten-
dency to overestimate personal immunity to cognitive manipulation.

4. Measuring Cognitive Warfare Literacy and Social Resilience
Alongside the Cognitive Warfare Literacy (CWL) Questionnaire, two supple-
mentary instruments have been devised: one to evaluate cognitive capacity
and compute the CWL Index—monitoring an individual’s ability to identify,
analyse, and counter cognitive manipulation—and another to assess the
Cognitive Warfare Social Resilience Index. The latter measures the collec-
tive capacity of a society to maintain evidence-based trust, open discourse,
social cohesion, and responsible agency under conditions of information-
al stress, yielding both individual and societal resilience scores (Collins,
2025).

This structural differentiation is vital: high individual cognitive literacy
does not automatically translate into elevated institutional trust or social
capital. Furthermore, diminished trust in a given institution cannot be treat-
ed ipso facto as evidence of a successful cognitive operation; institutional
trust must always be evaluated relative to empirical evidence and actual
institutional performance.

The primary theoretical virtue of the present model lies in linking cog-
nitive literacy with dual-space dynamics. That is, it concurrently measures
awareness of how the digital sphere impacts the physical world, and how
physical events inform the generation and reproduction of digital narratives.
This architecture provides a robust foundation for conducting a “National
Cognitive Warfare Literacy Survey” and cross-analysing results against key
demographic variables such as age, educational attainment, gender, occu-
pation, social media usage patterns, and distinct population cohorts.

Nevertheless, empirical data derived from these questionnaires should
not be interpreted as a definitive blueprint of population behaviour. Sur-
vey responses remain susceptible to personal experience, immediate so-
cio-economic conditions, and subjective interpretations of the prompt
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items. Public policy formulation based on these metrics must therefore
exercise methodological restraint, triangulating survey findings with inde-
pendent analytical methods wherever possible. This balanced approach
enables a nuanced diagnosis of prevailing conditions without obscuring
critical variations between individuals and social groups.

5) Metrics for Assessing Cognitive Warfare Impact and Perceptual
Resilience

Measuring the impact of cognitive warfare requires a strict conceptual dis-
tinction between cognitive warfare literacy, social resilience against cogni-
tive operations, and the observable shifts in cognition, perception, attitude,
and behaviour resulting from exposure. Although interrelated, these three
domains are not identical and must not be collapsed into a single metric.
Cognitive warfare literacy denotes the individual capacity to detect, ana-
lyse, and critically interrogate manipulative mechanisms. Social resilience
reflects the collective capacity of a society to preserve cohesion, manage
internal discord, resist provocation, and rebuild trust and cooperation under
stress. Impact, by contrast, measures the magnitude of change produced
by hostile operations targeting individual and collective beliefs, evaluations,
perceptions, attitudes, and actions. An effective diagnostic framework
must maintain these analytical distinctions while evaluating their mutual
interactions.

Cognitive warfare literacy can be evaluated using the 50-item ques-
tionnaire outlined previously. This instrument spans ten core dimensions:
cognitive and perceptual; informational and verification; algorithmic and Al,
affective and psychological; narrative and discursive; dual-space and hy-
brid; political and geopolitical; social and social capital; ethical and legal;
and resilience and agency. To compute dimensional scores, the mean re-
sponse for each dimension is calculated and converted to a standardised
0-100 scale from the original five-point Likert responses. Standardised di-
mensional scores are subsequently weighted according to their designated
relative importance to yield the aggregate CWL Index score.

Social resilience against cognitive operations is measured using the
dedicated 30-item scale. This instrument evaluates six dimensions: evi-
dence-based social and institutional trust; social cohesion and conflict
management; resistance to provocation and polarisation; dual-space resil-
ience in crisis conditions; civic participation and social responsibility; and
realistic hope and collective efficacy. Scoring follows a parallel method-
ology, with dimensional means converted to a 0—-100 scale and weighted
proportionately to generate the overall Social Resilience score.

Crucially, a society may exhibit high baseline cognitive literacy yet expe-
rience eroding trust, heightened polarisation, or impaired civic cooperation
during an acute crisis. Conversely, declining trust in public institutions or
rising criticism of official policies does not inherently signal the success
of adversary cognitive operations. Such shifts frequently stem from lived
experiences of governance failures, unsustainable socio-economic condi-
tions, or other domestic realities wholly unrelated to foreign interference.
Disentangling these endogenous factors from targeted operations remains
a critical prerequisite for accurate impact assessment.

A further imperative is the simultaneous tracking of digital and physical
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environments. While cognitive operations frequently originate within social
media networks and algorithmic architectures, their real-world ramifica-
tions manifest in interpersonal relations, institutional trust, civic participa-
tion, collective decision-making, and broader social dynamics.

While the CWL Questionnaire measures individual analytical capa-
bilities and the Social Resilience scale gauges collective capacity under
stress, neither instrument in isolation provides a definitive verdict on the
success or failure of cognitive defence and deterrence. Interpreting these
metrics requires careful calibration against instrument validity, specific
population characteristics, exposure contexts, and independent empirical
evidence. Furthermore, prior to extensive empirical validation, establishing
rigid thresholds for categorical labels (“low”, “moderate”, “high”) remains
unfeasible. Adopting this rigorous, evidence-based approach ensures that
cognitive warfare analysis moves beyond speculative, unprovable claims
towards a systematic, measurable, and empirical discipline.

Conclusion

In an era where the boundaries separating news, narrative, lived experi-
ence, and decision-making grow increasingly blurred, the human mind has
emerged as a primary locus of strategic competition. The significance of
this transformation lies in the fact that the ramifications of conflict are no
longer confined to the physical battlefield or the outcomes of kinetic mil-
itary engagements. Rather, they manifest in public perceptions of reality,
social trust, expectations of the future, and a society’s capacity for auton-
omous decision-making. Viewed from this perspective, the fundamental
challenge lies in preserving a society’s ability to discern objective reality
at a time when reality itself is continuously mediated and framed through
competing narratives.

The advent of artificial intelligence, algorithmic systems, and high-per-
formance computing architectures has ushered this dynamic into a new
phase. As the generation, curation, and dissemination of information oc-
cur at unprecedented speed and scale, the mechanisms for influencing the
information environment have grown considerably more complex. Never-
theless, technological capabilities must not be conflated with the absolute
capacity to control human cognition. While technology configures the ter-
rain of influence, outcomes remain contingent upon a multitude of factors,
including individual lived experiences, socio-political conditions, public
trust, communication structures, and the quality of accessible information.
Consequently, any analysis of cognitive warfare that overlooks either tech-
nological capabilities or the intricacies of human agency will inevitably yield
an incomplete understanding.

Within this framework, the paradigm of dual-spatiality assumes particu-
lar analytical salience. The virtual sphere is not merely a domain detached
from physical existence; the narratives circulated online exert a direct im-
pact upon offline decisions, social relations, and public interpretations of
concrete events. Conversely, physical occurrences are assigned divergent
meanings through the selective presentation of imagery, the suppression of
contextual data, and the

systematic reproduction of digital narratives. This continuous feedback
loop between unmediated physical experience and mediated digital rep-
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resentation underscores the urgent imperative to focus analytical attention
on cognitive warfare.

For the Islamic Republic of Iran, this challenge intersects not only with
technological and communicational imperatives, but also with fundamental
questions surrounding national security, public trust, and ethical respon-
sibility. Any strategy designed to counter cognitive warfare that focuses
exclusively on neutralizing adversary initiatives risks neglecting the vital
importance of information reliability, institutional transparency, and the
public’s right to independent critical assessment. Cognitive warfare cannot
be addressed simply by multiplying counter-messaging or amplifying nar-
rative competition. Message credibility, empirical verisimilitude, respect for
human dignity, and the provision of avenues for critical debate and course
correction represent indispensable criteria for evaluating any serious stra-
tegic communication policy.

Furthermore, any strategic differentiation between defence, deterrence,
and offensive operations must strictly account for human consequences
and ethical boundaries. This consideration is particularly critical given that
cognitive warfare fundamentally targets civilian populations and non-com-
batants.

Accordingly, the measurement of Cognitive Warfare Literacy and social
resilience acquires genuine value only when deployed as an empirical tool
to diagnose society’s actual capacities and vulnerabilities. Assessing in-
dividual abilities to navigate information must proceed hand-in-hand with
examining the systemic conditions that enable access to reliable informa-
tion, foster public discourse, and sustain evidence-based institutional trust.
Moreover, the results of such assessments must be rigorously validated
against empirical data, keeping in mind the methodological limitations in-
herent in self-reported survey instruments.

Ultimately, the significance of information and media literacy in today’s
fractured global environment lies in uniting individual critical capacity with
collective civic responsibility. No society can render itself immune to cog-
nitive manipulation solely through technological defenses or by assuming
its citizenry possesses perpetual immunity to deception. What remains es-
sential is fostering an environment wherein critical inquiry, evidence-based
verification, institutional accountability, responsible dialogue, and social
solidarity can flourish together. Under this paradigm, citizens are not pas-
sive recipients of information streams, but active agents whose choices and
interactions directly shape the collective future of society. This perspective
elevates cognitive warfare literacy beyond a technical skill, establishing it
as a core component of a society’s broader capacity for a deliberate, ethi-
cal, and responsible engagement with contemporary conflict.
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Audiovisual media regulators have traditionally governed the media environment
through licensing, ownership rules, content standards, and sanctions. Fast
technological change, from digital broadcasting to streaming platforms and social
media, has steadily eroded the capacity of these instruments to protect audiences
on their own. This article argues that media literacy should be understood not as a
substitute for regulation but as its necessary complement within a broader model
of audiovisual governance. Drawing on an institutional, policy-oriented perspective
developed in the study of Turkish audiovisual regulation, the article traces how
technological developments have repeatedly forced legal frameworks to adapt,
and how ownership structures and media economics shape the range of content
audiences encounter. It then examines how regulatory authorities, through
strategic planning, public communication, and corporate image, can present
themselves as educators and trust-builders as well as enforcers. It also considers
cooperation among regulators, such as proposed platforms linking regulatory
bodies across the Turkic world, as a channel for sharing literacy initiatives,
curricula, and evaluation practices. The article further connects literacy to soft
power. As states project cultural influence through audiovisual content, audiences'
critical competencies determine how such messages are interpreted, accepted, or
resisted. Analyzing the representation of identities and groups in audiovisual
works is therefore a regulatory concern as well as a pedagogical one. The article
proposes a three-level framework: a structural level (ownership, licensing, and
market conditions), an institutional level (regulators' mandates, strategies, and
public engagement), and an audience level (critical reading, representation
analysis, and digital competencies). We think that effective governance in
converged media environments depends on aligning these levels, and that
regulators are well placed to coordinate literacy efforts with schools, civil society,
and industry. Policy implications and directions for comparative research are
discussed.
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Although Hollywood has long served as a platform for the production and
circulation of negative Orientalist narratives and stereotypes about the Middle
East, the end of the Cold War marked an important turning point in the
transformation of these narratives and representations, contributing to the
emergence of a Neo-Orientalist discourse. One of the major turning points in the
formation of the U.S. media discourse surrounding terrorism and the Middle East
was the September 11, 2001 attacks. Following these attacks, the association
between the concepts of terrorism and the Middle East intensified. Since then, the
Middle East has been represented in a significant body of Hollywood productions
through concepts such as war, terrorism, and violence, a phenomenon that further
underscores the importance of audience media literacy when engaging with such
works. This study employs a case study approach, with the required data collected
through content analysis of selected cinematic works, as well as a review of library
resources and relevant documents. To analyze the selected films, the study
examines components including characterization, dialogue, visual elements,
narrative structure, and the positioning of protagonists and antagonists. The main
research question is: How does Hollywood, through narrative strategies and
cinematic elements, contribute to preparing public opinion for wars in the Middle
East? The theoretical framework of the study is based on Framing Theory and
Cultivation Theory. Framing Theory is employed to examine elements associated
with the Middle East as represented in cinematic works, while Cultivation Theory is
used to analyze recurring patterns and their potential influence on audiences’
perceptions and media literacy. By examining and analyzing selected cinematic
works, this study seeks to identify recurring patterns in the representation of the
Middle East, war, and the “Other,” and to emphasize the necessity of greater
attention to media literacy when audiences engage with such cinematic
productions.
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Most of what is taught today as media and information literacy was conceived in
Europe and North America and then exported, often through donor-funded
projects, to countries like ours. It arrived with its own assumptions about which
sources deserve trust, which threats are worth worrying about, and who the
manipulators are. For Afghans, whose information environment has been shaped
by one foreign intervention after another, this inheritance is uncomfortable.
International programmes have tended to treat audiences in the South as
vulnerable people in need of protection. They have said little about the cognitive
operations that powerful states and their media have themselves directed at those
audiences. In this paper we argue for a decolonial redesign of media and
information literacy suited to a period of cognitive warfare. Building on
postcolonial critiques of epistemic dependency, we suggest that literacy in the
Global South should start with the geopolitics of information. Who produces the
stories told about formerly colonised and occupied societies? Through which
channels do those stories travel, and whose interests do they serve? We are
equally wary of the opposite error. Postcolonial thinkers have warned for decades
that national elites can take over the habits of the colonisers they replaced. A
literacy that teaches suspicion of foreign media while exempting domestic power
would simply change the master. Citizens need to be able to question their own
authorities, policies and official accounts with the same care. We set out several
principles for a literacy that is rooted in local languages and experience and that
keeps its eye on power wherever it sits. Afghanistan’s case, we believe, holds
lessons for other societies of the South that want resilience without giving up
independent judgement.
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Afghanistan has been described from the outside for a very long time. British
imperial accounts, Cold War propaganda, the rhetoric of the “narrative on war” and
much humanitarian reporting have all relied on a small set of images: the
graveyard of empires, the failed state, the country of victims waiting to be rescued.
These images did not disappear. In the current climate of narrative warfare,
governments, diaspora networks and online influencers recycle them, each
wanting to decide what Afghanistan means, both for people abroad and for
Afghans themselves. We approach this problem through postcolonial theory,
especially Said’s work on Orientalism and Spivak’s well-known question about
whether the subaltern can speak. Our argument is that media and information
literacy in places like Afghanistan needs a component we call narrative literacy. A
narratively literate reader notices recurring frames, asks where they came from
and who gains from them, and pays attention to the people missing from the story.
These habits are just as useful at home. Local authorities also shape stories about
history, faith, gender and nationhood in order to justify what they do, and a reader
trained only to distrust foreign narratives remains easy to lead. Seen this way,
narrative literacy is less a shield for one side than a civic skill that lets a society
speak for itself. The paper describes practices for classrooms, community
settings and local media through which Afghans, and other peoples with a colonial
past, can compare competing accounts and tell their own stories from lived
experience. The contest over narratives, we suggest, is in the end a contest over
who gets to tell a society’s story.
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Cognitive warfare, widely conceptualized as a dimension of fifth-generation
warfare, has emerged as a significant feature of contemporary conflict, in which
cognitive processes, perceptions, and decision-making are increasingly targeted
as strategic domains. Britain has frequently sought to influence audience opinion
across various online platforms through the dissemination of messages and
content creation. The central research question asks: How has British media
utilized media to wage cognitive warfare within the contentious context of the
Gaza conflict? Employing agenda-setting theory and a qualitative thematic
analysis method, this study aims to analyze British media role in conducting
cognitive warfare regarding the Gaza conflict. The findings indicate that Britain
influences public opinion and shapes perceptions in the digital space by
employing contradictory human rights narratives, disseminating misinformation
about the conflict's developments, legitimizing and justifying Israel's actions,
discrediting pro-Palestinian elites and political movements, and conducting
targeted anti-Palestinian propaganda; these tactics foster an emotional and
cognitive rift between the masses and the elites. Furthermore, Britain's online
activities aim to disrupt the strategic and computational frameworks of the
conflict's decision-makers. It is anticipated that, in the coming decades, Britain
will expand its reach and influence regarding global developments—particularly the
Gaza conflict—through the use of cognitive warfare.
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With the development of new technologies, the threat to national security and
individuals from destructive content increases. In our opinion when people cannot
distinguish between truth and lies, it becomes necessary to explore the risks of using
neural networks in order to combat such content. This report analyzes how neural
networks can be used to combat destructive content, while considering the legal risks
and limits of such use. The analysis centers on two pillars. First, it examines the
practical utility of neural networks for detecting and moderating harmful material: real-
time content moderation, linguistic analysis, prediction of potential threats, and
identification of suspicious accounts. These tools can make the internet safer,
especially when combined with human efforts. Second, it evaluates the evolving legal
and regulatory landscape as Russian law, for instance, imposes severe penalties for
knowingly false information about the Armed Forces; strategic documents such as the
National Security Strategy and Decree No. 809 protect traditional values; and initiatives
like Roskomnadzor’s “Oculus” and the Center for the Study of Network Monitoring of
the Youth Environment illustrate state responses. At the same time, proposals for
regulating neural networks themselves remain fragmented, requiring a symbiosis of
self-regulation and legal regulation. Methodologically, the study employs systems
analysis and lessons from adaptive sectors, based on dialectical logic and relevant
academic and legal sources. Key findings are as follows: 1) Neural networks
significantly increase the effectiveness of combating destructive content by
automating detection, moderation, and threat prediction. However, they should not
replace human moderators or legal safeguards; their use must be transparent,
accountable, and consistent with fundamental rights; 2) A comparison of regulatory
approaches reveals a gap between rapid technological development and existing law.
Russia and other states are developing counter-disinformation measures and content-
monitoring systems, but the legal status, principles, restrictions, and liability rules for
neural networks remain insufficiently defined. A combination of technical standards
and binding legal norms is needed; 3) The fight against destructive content also
requires human resilience. Thus, the author comes to the conclusion that new
professions such as fact-checkers are emerging, and that maintaining objectivity and
being able to distinguish between truths and falsehoods are important skills for
making informed decisions and avoiding manipulation to combine technological tools
with human judgment, critical thinking, and media literacy.

Keywords
#destructive content #neural networks #national security #countermeasures
#legal regulation #content moderation #disinformation



Conference 131
Proceedings

Narrative Engineering and Market
Manipulation Allegations: Axios’s Reporting
on the Iran War

Syed Humaira Ahad Chura

PhD Researcher, Department of Communication, Faculty of Communication
Studies, Allameh Tabataba'i University, Tehran, Iran | ORCID: 0009-0004-8489-
9443

syedhumaira546@gmail.com

The relationship between wartime reporting and financial markets has become a
significant concern in the coverage of the Iran war, particularly when reports of
diplomatic breakthroughs or imminent ceasefire agreements coincide with sharp
movements in oil prices. Axios'’s reporting on negotiations between Washington
and Tehran has attracted scrutiny over the timing of its reports, the subsequent
status of the claims published, and the market activity surrounding their
publication. In May 2026, allegations of possible market manipulation following
Iran-related reporting by Axios received public attention. This study examines
Axios’s coverage of the Iran war to investigate the relationship between wartime
narratives, the verification of news claims, and movements in financial markets.
Using qualitative content analysis and a comparative timeline of selected reports,
the research will examine coverage of military developments, escalation threats,
and diplomatic negotiations, with particular attention to reports presenting a
possible agreement as imminent or close. It will compare the claims, sourcing, and
language of initial reports with subsequent statements and independently
documented developments. Where relevant, publication times will be examined
alongside reported oil-price movements and available evidence of futures-market
activity. The study aassesses whether recurring patterns of sourcing, framing, and
reporting warrant concerns about misleading wartime narratives and their
potential market implications. By examining the intersection of journalism,
geopolitical narratives, and financial markets, the research seeks to contribute to
scholarship on narrative engineering and the political and economic consequences
of wartime reporting.
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Narratives about death and the afterlife are among the most enduring ways in which
religious communities communicate meaning, and television gives them wide reach.
Zindagi Pas Az Zindagi (ZPAZ), a Persian-language programme produced by the
Islamic Republic of Iran Broadcasting (IRIB), offers a clear example of narrative
framing: first-person near-death testimonies are arranged within a Shia Islamic
framework of barzakh, divine justice, repentance and moral accountability, linking
individual experience to a wider spiritual and ethical story. Beyond Iran they meet other
religious and cultural narratives, and audiences take part in a narrative competition,
deciding which meanings to accept, adapt or set aside. This paper asks how Persian-
knowing Kashmiris interpret ZPAZ. Although not migrants from Iran, they share a
linguistic and civilisational affiliation with it, treated here as a symbolic diaspora. Forty
participants (29 Shia, 11 Sunni), recruited through purposive and snowball sampling in
Kashmir's university networks, took part in semi-structured interviews on encrypted
online platforms, and the transcripts were analysed thematically. Six themes emerged,
including curiosity about the afterlife, the accessibility of everyday Persian, reduced
fear of death and spiritual resonance across borders. Reception varied by sect: Shia
participants often described a strengthened religious identity, while Sunni participants
more often described new curiosity about Shia theology. Themes of mortality and
spiritual reflection resonated across both groups more readily than explicitly Shia
content. Given the small, self-selected sample, the findings describe how these
participants made sense of the programme rather than its effects. The study suggests
that the reach of a narrative depends not just on how it is constructed and broadcast,
but also on how audiences receive, interpret and negotiate it.
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War and many social and political conflicts are complex phenomena whose
experience and understanding, for those who are not directly present at the site of
occurrence, are largely shaped by media narratives. With the expansion of social
media, the reception and dissemination of information about events have become
much faster, allowing audiences to encounter multiple narratives of the same
event within a short period. Under such circumstances, the media do not merely
transmit information about war; through selecting, and highlighting certain aspects
of an event while downplaying or omitting others, they contribute to constructing
its meaning. The central question of this study is which elements the media
highlight or omit when narrating war and how they construct particular narratives
of the reality of war. Accordingly, this study aims to examine how the reality of war
is framed in media narratives by identifying and analyzing the narrative elements
and patterns used in its representation. Drawing on framing theory and employing
narrative analysis, the study examines the organization of narrative elements and
the processes through which the media attribute meaning to the reality of war. To
this end, media narratives concerning recent Iran—United States conflicts will be
collected and analyzed from selected media outlets within a specified period. The
analysis will focus on the representation of actors, the narration of the causes and
consequences of war, the roles assigned to actors and victims, the selection of
sources and images, and the highlighting, downplaying, or omission of event
elements. The findings are expected to identify patterns and differences in the
representation of Iran—United States conflicts in 2026 and demonstrate how the
selection, highlighting, and organization of different elements of an event
contribute to the formation of distinct frames of the reality of war.

Keywords
#media narrative #media framing #war representation #audience perception
#media construction of meaning #narrative analysis



Conference
Proceedings 134

Examining the Impact of Machine-Generated
Summaries on Eyewitness Memory Accuracy

Parisa Ehteshamnia

PhD Candidate, Indian Studies, Faculty of World Studies, University of Tehran,
Tehran, Iran

parisa.eheteshamn@ut.ac.ir

Generative Al is increasingly used to summarize, interpret, and organize vast
amounts of visual and textual information. While Al-generated summaries can
enhance accessibility and reduce information overload, their growing role as
intermediaries between individuals and information raises a critical question: What
happens when Al does not merely summarize what we have seen but actually
influences what we remember? This research investigates the relationship
between generative Al, human memory, and the reliability of eyewitness
recollections. Human memory is not a perfect record of past events; rather, it is a
reconstructive process susceptible to influence by information encountered after
an event has occurred. When an Al-generated summary omits key details, alters
the sequence of events, or presents inaccurate information, these distortions may
become incorporated into an individual's subsequent memories. Consequently,
distinguishing the boundary between the original experience and information
provided by an artificial system may become increasingly difficult. The use of Al in
legal proceedings, journalism, healthcare, education, and institutional decision-
making creates a new form of information mediation. In this context, errors may
extend beyond the immediate transmission of incorrect information, potentially
altering how individuals remember the events themselves. In this study, rather
than viewing Al-generated summaries merely as technological tools, they are
examined for their potential impact on human cognition and memory. The findings
underscore the importance of transparency, verification, critical engagement with
Al-generated content, and meaningful human oversight. As generative Al becomes
increasingly embedded in everyday information environments, ensuring the
reliability of information and memory will emerge as a significant ethical and
societal challenge.
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The growing integration of digital platforms into education has expanded the
collection and processing of student data by educational institutions and
commercial technology providers. Learning management systems, educational
applications and Al-enabled learning tools may collect information extending
beyond academic records to include behavioural data, usage patterns and
information generated through interactions with digital systems. These practices
raise questions about the adequacy of existing data protection frameworks,
particularly where student data are shared with third parties or used for purposes
beyond the immediate delivery of education. This paper examines the extent to
which existing data protection frameworks address the collection, sharing,
retention and secondary use of student data by commercial educational
technology providers. Drawing on a critical review of selected legal instruments,
platform privacy policies and relevant scholarship, it analyses the relationship
between formal data protection requirements and the practices disclosed by
technology providers. Particular attention is given to purpose limitation,
transparency, third-party accountability and the challenges of meaningful consent
in educational settings, where students may have limited choice over the
platforms they are required to use. The paper identifies areas in which the scope,
application or enforcement of existing protections may be insufficient to address
the specific conditions of digital education. It then considers targeted regulatory
measures to strengthen accountability for commercial data processing and to
ensure that student information is used in ways consistent with educational
purposes. By situating student privacy within the relationship between educational
institutions, learners and technology providers, the paper contributes to debates
on the governance of educational technology and the protection of student rights.
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In an increasingly multipolar international system, media narratives shape
perceptions of global order, construct political legitimacy, and communicate
national interests to international audiences. As emerging powers seek greater
influence in global governance, public diplomacy, understood through soft power
and new public diplomacy approaches, has become closely tied to the strategic
communication of ideas about sovereignty, cooperation, and the redistribution of
international power. At the same time, contested information environments raise
questions about how media narratives relate to cognitive influence and the
formation of public perceptions. This study examines the intersection of cognitive
warfare and public diplomacy through media coverage of the 2024 BRICS Summit
in Kazan. It focuses on the five founding members, Brazil, Russia, India, China, and
South Africa, to keep the sample comparable across national media environments.
The study conducts a qualitative comparative thematic analysis of the English-
language news reports and editorial content published by Agéncia Brasil, TASS,
The Hindu, Xinhua, and SABC News in the period surrounding the summit. These
outlets differ in ownership and editorial independence, from state news agencies
to public broadcasters and privately owned press, and this difference is treated as
an analytical variable. The analysis examines how each outlet framed
multipolarity, reform of global governance, national sovereignty, cooperation
among emerging powers, and the international identity of BRICS. Rather than
presuming a coordinated cognitive warfare strategy, the study uses cognitive
warfare as an analytical framework for examining strategic communication and
the contestation of meaning. It proposes that shared themes across these outlets
coexist with divergent national interpretations, and that this combination shows
both the potential and the limits of a collective BRICS narrative.
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International sporting events are arenas where host countries communicate
national identity and where competing narratives about that identity circulate. The
2006 FIFA World Cup in Germany is a prominent case. It is widely associated with
a more open and relaxed national image after decades shaped by historical
memory, yet it also raises the question of whose narrative prevailed and how it
was received beyond Germany'’s borders. This study asks how domestic and
international media framed Germany’s national identity, historical memory, and
international role during the tournament, and to what extent these framings
converged or diverged. Drawing on soft power and public diplomacy theory, it uses
narrative warfare and the wider literature on cognitive warfare as an analytical lens
rather than as a description of the 2006 context, focusing on how framing shapes
perception in contested information environments. The study applies qualitative
thematic content analysis to coverage in two German outlets (Der Spiegel and
Sliddeutsche Zeitung) and three international outlets (BBC News, The New York
Times, and The Hindu), selected to include both Western and non-Western
perspectives. Coverage from the period surrounding the tournament is coded for
representations of national identity, cultural change, historical memory, and
Germany'’s global role. The study proposes that media framings of a host country’s
soft power are not neutral reflections but part of a competition over meaning, and
that comparing them reveals both the reach and the limits of a state’s capacity to
shape its own image. By examining this case from the pre-platform era, the paper
offers a baseline for understanding how narrative contests operate in today’s
more fragmented information environment.
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During armed conflicts, diaspora communities can become important
intermediaries between events in their countries of origin and international publics.
Through digital platforms, advocacy, and engagement with foreign media,
diaspora actors communicate interpretations of conflict that may challenge,
reproduce, or compete with dominant international narratives. This study
examines how Iranian diaspora actors represented the 40-day war in 2026 to
international audiences. It asks: How did Iranian diaspora actors frame the conflict
for international publics, and how can critical media literacy help explain their
strategies of narrative construction, political framing, and representation? The
study draws on Douglas Kellner and Jeff Share’s critical media literacy framework,
which emphasizes ideology, representation, and power in media production and
circulation. It also engages with diaspora media scholarship to conceptualize
diaspora actors as transnational communicators who negotiate between their
connections to Iran and the political and cultural contexts of their countries of
residence. The study adopts critical discourse analysis of selected English-
language social media posts, public statements, and media contributions by
Iranian diaspora actors with thematic analysis of their narrative strategies. The
analysis focuses on representations of responsibility, civilian suffering, political
legitimacy, and the relationship between domestic and international audiences.
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This article challenges two prevailing assumptions in media literacy scholarship:
that cultural studies constitutes a “theory of culture” to which media literacy is
later applied, and that media literacy reduces to a set of individual psychological
competencies. Through an ontological re-reading of the foundational texts of the
British cultural studies tradition, the paper argues that cultural studies was, from
its inception, a theory of literacy: its central concepts were all formulated around
the problem of reading, decoding, critique, and participation in media culture.
Drawing on critical traditions that theorize hegemonic struggle and the ideological
constitution of the subject, the article then constructs an analytical framework for
critical media literacy in which the “self” is re-read as an ideological and class
subject; “media” as a digital part of Ideological State Apparatuses; “reality” as a
field of hegemonic struggle; “analysis” as ideology critique; “evaluation” as the
distinction between authentic and degenerate culture; and “participation” as
counter-hegemony. Crucially, the internal tension of the tradition—between a
popular, participatory reading of culture and its insistence on distinguishing
superior culture from its degenerate forms—is reframed not as a theoretical
weakness but as the condition of possibility for critical media literacy. The paper
applies this framework to the Iranian context, where media literacy policy has
oscillated between technicist, skill-based models and instrumental ideological
training. It concludes that media literacy, as the formative core of cultural studies,
is a project for developing an authentic culture through a popular, empathetic, and
participatory path—neither condescending elitism nor unbridled relativism.
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Conversational Al has moved quickly from novelty to everyday companion. Millions
of people now ask chatbots for news summaries, medical guidance, emotional
support and advice on personal decisions, often with a level of trust they would
hesitate to give a stranger. This shift creates a new front in the contest over
human cognition. A system that speaks fluently, responds instantly and seems to
care can shape beliefs more quietly and more effectively than any traditional
propaganda channel, whether its influence comes from biased training data, the
commercial interests of its developers, or deliberate manipulation by those who
deploy it. Earlier research on how university students in the Middle East judge the
reliability of online messages, and on the use of chatbots in counselling, suggests
that users frequently lack the tools to assess the credibility of digital sources, and
that the problem grows sharper when the source presents itself as a helpful
conversational partner. This paper argues that protecting cognitive agency in an
Al-mediated information environment requires action on two levels. On the side of
design, ethical principles such as transparency about a system’s nature and limits,
honesty about uncertainty, respect for privacy and refusal to exploit emotional
vulnerability need to be built into Al systems from the start, rather than added
afterwards as public relations. On the side of users, media and information literacy
must expand to include an understanding of how conversational systems work,
why they can sound confident while being wrong, and whose interests they may
serve. The paper proposes a framework linking embedded ethics with user literacy
and discusses its implications for educators, developers and policymakers,
particularly in societies where regulation of Al remains limited.
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Iran is a heterogeneous nation whose collective identity has developed through
the historical interaction of geographical, religious, ethnic, linguistic, and cultural
diversities. External powers have repeatedly sought to transform these differences
into sources of political fragmentation and social division. During the 12-Day War,
Israel and the United States attempted to exploit existing social cleavages as part
of a broader cognitive warfare strategy aimed at shaping perceptions, generating
mistrust, and constructing an antagonistic “us versus them” framework within
Iranian society. This article examines the role of the Iranian population in resisting
such cognitive strategies and argues that societal resilience emerged not from the
elimination of internal differences, but from the capacity of citizens to reinterpret
diversity within a shared national framework. Drawing on Benedict Anderson’s
concept of “horizontal comradeship,” the article conceptualizes the Iranian nation
as an imagined community sustained by collective memory, historical
consciousness, and narratives of shared belonging. In this context, ordinary
citizens functioned not merely as targets of cognitive warfare but also as active
agents in reproducing counter-narratives, maintaining social solidarity, and
reinforcing national cohesion. The experience of the 12-Day War demonstrates
how collective memory and popular agency can constrain the effectiveness of
cognitive warfare by transforming cultural and religious diversity into a source of
resilience. Thus, national consciousness may serve as a significant societal
resource against externally driven projects of political disintegration.
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In recent years, artificial intelligence (Al) has evolved from a specialized
technology into an integral part of everyday life. This development has prompted
countries worldwide to establish ethical and legal frameworks to govern Al. Russia
is among the countries that have sought to define a pathway for the responsible
development of this technology through the adoption of an Al ethics code. Russia
regards Al as one of the strategic technologies of the twenty-first century. In 2019,
Vladimir Putin signed a decree approving the National Strategy for the
Development of Artificial Intelligence through 2030. In October 2021, Russia
introduced the Code of Ethics in Artificial Intelligence, which is structured around
six key areas. The document includes provisions for appointing Al ethics officers,
establishing specialized committees, developing best practices, and providing
guidelines and practical recommendations for implementing ethical principles.
The Code is designed exclusively for civilian applications and also emphasizes the
possibility of its adaptation and implementation at the local level. Its first principle,
which prioritizes human interests and human rights, underscores its human-
centered approach. Through an examination of this Code, the present study seeks
to answer the following research question: How has Russia sought to establish a
framework for the responsible development of Al through the adoption of an
ethics code? The study employs a qualitative case-study approach with an
explanatory orientation.
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In recent decades, the intensification of mediatization and the global expansion of
social networks have provided different national cultures with opportunities for
transnational communication with international audiences. K-pop, as a form of
music emerging from South Korean popular culture, has made extensive use of
these capacities to reinterpret cultural and identity-related elements of South
Korea at the global level. Arirang is one of the best-known songs and cultural
symbols of South Korea. It can be regarded as an example of the connection
between culture and national identity and contemporary media. It has been
reinterpreted in various social and historical contexts and, more recently, has been
represented internationally through social media. This study seeks to answer the
following question: In today’s networked environment, how are cultural elements
and national identity represented, and what is the role of media literacy in
encountering and interpreting such representations? More specifically, it examines
the role of social networks, through K-pop, in the globalization of Korea's national
cultural and identity-related elements, and how media literacy can contribute to a
critical reading of this phenomenon. Drawing on Joseph Nye's theory of “soft
power,” this study examines the role of cultural-media attractiveness in the
representation of national cultural elements. Media literacy, as a central concept of
the research, is also considered in analyzing how cultural messages and signs are
encountered and interpreted in the context of social media. Qualitative content
analysis is used to study selected content related to Arirang, K-pop, and social
media. The findings are expected to show that social media, by enabling the
recreation and reinterpretation of traditional and identity-related elements in new
forms, have contributed to the globalization of the representation of South Korean
national culture. Furthermore, media literacy among audiences can play a
fundamental role by enabling active and critical reading and interpretation of
cultural messages and signs, thereby contributing to an understanding of the
objectives and approaches of producers of this type of transnational content.
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In recent decades, the expansion of digital media and social networks has
changed the way national culture and identity are represented and transmitted. In
this context, K-pop, through its extensive use of media capabilities and digital
platforms, has succeeded in representing and reinterpreting Korean cultural and
identity elements on a global scale. Arirang, one of the best-known songs and
cultural symbols of South Korea, is an example of the connection between culture,
national identity, and contemporary media. It has been reinterpreted in various
social and historical contexts and, in the contemporary era, has been represented
internationally with the help of media. The main issue of this research is to
examine how cultural elements and national identity are represented in digital
media environments and to analyze these representations from the perspective of
media literacy. This research seeks to answer the question of how digital media,
through K-pop, contribute to the representation and globalization of Korean
cultural and identity elements, and which components of media literacy can be
considered in the critical reading and interpretation of these cultural
representations. This research draws on Joseph Nye's theory of “soft power” to
examine the role of cultural attractiveness in the transmission and representation
of national culture. In addition, media literacy, as one of the central concepts of the
research, is used to consider the ways in which cultural messages, signs, and
representations are read and critically analyzed in digital media environments.
Qualitative content analysis is used to examine selected samples related to
Arirang, K-pop, and digital media. The findings are expected to show that digital
media, by providing opportunities for the recreation and reinterpretation of
traditional and identity-related elements in contemporary media forms, play an
important role in the globalization of the representation of Korean national culture.
Furthermore, analyzing these representations from the perspective of media
literacy can emphasize the importance of interpreting cultural messages and signs
in the digital space.
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In wars and security crises, news media are among the sites in which actors
compete to define events and assign meaning to them, and part of the battle of
narratives unfolds through selection, salience, and omission. Since cognitive
warfare involves efforts to shape how events are perceived and interpreted, media
frames can be one of the means through which such efforts operate; this study
examines these frames in news texts, while their effects on audiences fall outside
its scope. More specifically, it asks how the 12-Day War (2025) was framed by two
news agencies operating in different political contexts: the Islamic Republic News
Agency (IRNA), a domestic agency, and Reuters, an international one. Its central
question is what similarities and differences the two agencies display in defining
the problem, attributing responsibility, offering moral evaluation, and proposing
solutions. Drawing on framing theory (Entman) and employing qualitative content
analysis, the study analyzes news items published by IRNA and Reuters during the
war, selected through purposive sampling. By documenting how each agency
represented the same event, the study aims to provide a comparative record of the
positions taken toward it and to interpret the differences in light of each agency’s
political context. Because identifying frames and narrative choices in news texts is
among the core skills of media and information literacy, this record may also serve
as a preliminary groundwork for subsequent research in this area. The study is
expected to provide a descriptive picture of the dominant frames in each agency,
including differences in how they attribute responsibility, portray victims and
actors, and choose their vocabulary; these differences may, in turn, raise questions
for further studies on media literacy under conditions of a battle of narratives.
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Contemporary communication technologies are not neutral tools. Online platforms
are complex sociotechnical systems deeply embedded in political, economic, and
cultural structures. Drawing on extractive logics and architectures of control, these
platforms transform human behavior and relationships into data that can be
engineered. This qualitative study was designed to assess students’ critical media
literacy and their awareness of the mechanisms through which online platforms
manipulate human behavior. It focuses specifically on students’ understandings
before the introduction of educational interventions. Data were collected through
focus group interviews and the analysis of pre-intervention written assignments
completed by 27 undergraduate communication students. The data were coded
using thematic analysis. The findings were examined through four theoretical
perspectives: Shoshana Zuboff's account of “surveillance capitalism,” Lawrence
Lessig's proposition that “code is law,” Safiya Noble's work on “algorithmic
oppression,” and José van Dijck’s concept of the “platform society.” The analysis
indicates that most students lack an in-depth understanding of “behavioral
surplus” and attribute the high accuracy of algorithms in targeted advertising to
factors such as microphone eavesdropping. Furthermore, students frequently
interpret the effects of algorithms in reproducing patterns of social comparison
and bias in the content they encounter as individual experiences or chance
occurrences. They do not generally recognize these effects as the consequences
of a system organized around deliberate economic objectives. The findings also
show that some students have internalized the discourse of “technological
neutrality,’ while others demonstrate greater awareness of the processes through
which their personal experiences are commodified. Taken together, these findings
suggest that contemporary media literacy education requires a shift beyond
traditional approaches, with particular emphasis on developing “algorithmic
literacy.” This educational shift is necessary to establish the conditions for
informed resistance to behavioral engineering and to support the recovery of
human agency in the platform society.
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The multiplicity of digital media across the world, reflects the pluralism of the
society and sources. This plurality has made trusting the credibility of the
presented content harder than before. Today, every citizen can act as a sort of
reporter, republishing and disseminating news and developments occurring in their
community or local area. Alongside such individuals, country's national media
have their own distinct narrative and in line with organizational policies and the
prevailing ideology, may publish a considerably different story of the same event.
Those who live in the neighborhood or community are concerned to a great or less
degree, aware of the accuracy of each narrative. But what about those who are
miles away from the site of the event? What of the individual who is unfamiliar
with the culture and social dynamics unfolding in that community? This article
seeks to examine the approaches adopted by each type of media in order to
assess the factors affecting the credibility, for the international community, or for
any individual external to the culture and society in question, of the narrative
published about a social reality. Employing a meta-synthesis method and drawing
on existing research, the study aims to reach, through a new perspective, to
significant conclusions regarding these factors and, through a critical lens, to
avoid the reductionism of certain approaches. Understanding the media
experience of audiences who are unfamiliar with a given environment and culture,
requires simultaneous attention to individual and socio-political differences,
cultural contexts, inequalities in access to various digital resources and
opportunities, and the role of media in shaping their social and cultural relations.
Such an approach can contribute to a more comprehensive understanding of the
place of digital media in people's everyday lives and to a rethinking of concepts
such as “social reality,” “culture,” and “digital participation” in communication
studies.
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The Ramadan War with the Israeli-American adversary was accompanied not only
by military confrontation but also by the emergence and proliferation of diverse
narratives across social media. Although global Internet connectivity was
restricted during this period, the narratives disseminated following the restoration
of global connectivity provided opportunities to represent experiences of the war
and construct diverse interpretations of the event in the digital sphere. In this
context, women played a role in representing the war and portraying women'’s
presence and agency through the production and dissemination of images, videos,
and personal narratives. Against this backdrop, the present study seeks to develop
a typology of representations of narratives shared by Iranian women on Instagram.
The central research question is: What types of women’s agency are represented
in these narratives? This qualitative study employs semiotic analysis. The sample
consists of Instagram videos related to the Ramadan War that received a high
number of views, user engagement, and recirculation. Purposive sampling is used
based on the criterion of recirculation and high levels of audience engagement;
specifically, videos with more than two million views and 500,000 likes are
included. To avoid focusing on a single type of narrative, maximum variation in
themes and modes of representation is also considered in the sampling process.
The semiotic analysis is expected to reveal distinct forms of women'’s agency,
including women as defenders of the homeland, women as caregivers and
protectors of life, women as witnesses and narrators of war, and women as critics
and demand-oriented actors.
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Chatbots based on large language models have today become one of the main
gateways to information for hundreds of millions of users around the world;
therefore, any systematic political bias in the responses of these systems can
have profound consequences for public discourse and the democratic decision-
making process. The central question of this research is whether the leading
chatbots—including ChatGPT, Gemini, Claude, Grok, and DeepSeek—have a
directional bias in responding to political questions. To answer this question, in
addition to the secondary analysis of the data of the Washington Post newspaper
test (June 2026), which was designed based on the questions of researchers from
Stanford and Dartmouth universities, its findings were triangulated with similar
scientific studies in the period 2022 to 2026. The findings show that ChatGPT has
the most bias by presenting only left-leaning arguments in 80 percent of
responses; Gemini shows the most balanced performance by presenting two-
sided arguments in 93 percent of responses; DeepSeek ranks second in deviation
with 70 percent of responses being only left-leaning; and Grok, although it has
recorded the largest share of only right-leaning responses (33 percent) among the
models, has still overall used more left-leaning arguments. The convergence of
these findings with previous studies shows that political bias in large language
models is a real, measurable, and reproducible phenomenon, and its roots must be
sought in training data, reinforcement learning with human feedback, and
alignment mechanisms; although its intensity and pattern are sensitive to the
measure, response format, model version, and time of measurement.
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During recent months, Latin America has experienced an unusually intense
presidential electoral cycle, with several countries holding or preparing for national
elections within a short span of time. This sequence of contests has made the
region an important setting for observing political change, democratic competition,
and the growing role of digital communication in shaping voter perception.
Against the backdrop of the reemergence of leftist and moderate governments in
parts of the region in the early 2020s, and amid renewed U.S. pressure associated
with the Trump administration, these elections have gained added significance for
scholars and observers of political change in the Western Hemisphere. They are
now understood not only as domestic political events, but also as indicators of
broader ideological realignment, democratic resilience, and the balance of power
across the Americas. This paper examines how algorithmic platforms function in
recent closely contested elections in Latin America, drawing on Thomas
Christiano’s conceptualization of algorithms, manipulation, and democracy and
using documentary analysis to trace how digital information flows shape political
perception and electoral contestation. The core argument is that narrow vote
margins make electoral perception especially vulnerable to algorithmic
amplification and disinformation. When candidates are separated by only a small
number of votes, platform-driven narratives, viral rumors, and strategically
amplified content can have outsized effects on public confidence, turnout, and
post-election legitimacy. Colombia and Bolivia are useful cases for examining this
dynamic, since closely contested races heighten the political importance of online
information flows and make even modest shifts in attention or trust potentially
consequential. Related cases such as Chile and Peru further show how electoral
outcomes are increasingly interpreted not only as domestic political results, but
also as signs of broader regional realignment. The findings suggest that
algorithmic platforms do not simply transmit political information; they structure
visibility, intensify polarization, and shape the informational conditions under
which citizens judge candidates, institutions, and outcomes. In this sense, digital
mediation has become a central factor in democratic uncertainty and electoral
contestation in contemporary Latin America.
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The political developments of 2021 in Afghanistan brought about profound
changes not only in the country’s physical structures but also in its digital
structures, transforming Afghanistan’s digital space into a primary arena for the
battle of narratives. Within this environment, various actors employ narrative
engineering techniques to target public perception, collective identity, and societal
patterns of behavior. The deliberate dissemination of misinformation, polarizing
narratives, memes, and violent content circulates rapidly across social media
platforms, exposing users’ minds to cognitive threats. This study aims to analyze
the role of the Afghan public as either actors or victims of cognitive warfare. The
study adopts a qualitative approach and, through qualitative content analysis,
examines dominant narratives on digital platforms widely used by

Afghanistan users. The expected findings indicate that narrative engineering is
primarily advanced by two groups. The first consists of Afghan diaspora users
residing outside the country, who are generally positioned in opposition to, or in
disagreement with, the ruling system and who are particularly active on the X
platform (formerly Twitter). The second group consists of spokespersons and
supporters of the ruling system inside Afghanistan, who generally produce and
reproduce official narratives through official accounts and pseudonymous pages.
In contrast, ordinary people inside Afghanistan have a limited role in the
independent production or critical examination of these narratives due to political
repression, fear of arrest and imprisonment, and, in some cases, threats to their
lives and financial security. They consequently remain largely in the position of
passive consumers. This forced passivity has weakened the cognitive agency of a
significant segment of society and contributed to the deepening of social
polarization. The findings of the study emphasize the need to redesign media and
information literacy programs in accordance with Afghanistan’s information
ecosystem and propose strategies for strengthening critical thinking, cognitive
resilience, and the responsible participation of citizens.
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During the post-October 7 wars, particularly the attacks on Lebanon and Iran,
media representations of Tehran and Beirut's southern suburb of Dahiyeh have
increasingly framed these complex civilian spaces through concepts such as
threat, military significance, and strategic necessity. This article conceptualizes
this process as a form of narrative engineering within cognitive warfare. Its
theoretical framework combines securitization theory, Henri Lefebvre’s theory of
the production of space, and the strategic narrative approach. Accordingly,
securitization is understood as a discursive and cognitive process through which a
diverse civilian urban environment is reduced to a military space, thereby
constructing the legitimacy of attacks on civilian areas. Using comparative critical
discourse analysis, the article examines textual and visual coverage of attacks on
Tehran and Dahiyeh in mainstream Western media, regional Arabic-language
media, Iranian opposition media, and social networks. It focuses on patterns of
spatial labeling, militarization, civilian representation, reliance on official military
sources, and narratives of precision, retaliation, and military necessity. The paper
argues that securitization in wartime media representation can function as a
mechanism of cognitive warfare for legitimizing attacks on civilian areas. In
Dahiyeh, this process operates mainly through its association with Hezbollah; in
Tehran, through its representation as the political and strategic center of the
Iranian state. In both cases, the constructed military identity of these places
overshadows their civilian and social functions, weakening the cognitive boundary
between civilian space and the battlefield.
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Over the past two decades, a small number of global technology corporations
have built some of the most profitable businesses in history on a resource their
users hand over largely without noticing: personal data. Search queries, location
histories, purchases, contacts, viewing habits and even the pauses between clicks
are collected, combined and turned into commercial value. From a media
management perspective, this marks a basic change in how media and
information firms create value. The traditional model sold content to audiences
and audiences to advertisers. The platform model goes further, treating users’
behaviour itself as raw material and the predictions drawn from it as the product.
This paper examines the strategies through which these corporations acquire
private data and the ways they convert it into competitive advantage. Drawing on
literature in media economics, platform studies and Zuboff's account of
surveillance capitalism, it identifies several mechanisms at work. The first is
acquisition by design, in which free services, default settings, lengthy terms of use
and interface choices known as dark patterns steer users towards sharing more
than they intend. The second is acquisition by expansion, through which firms buy
competitors and complementary services partly to gain access to new streams of
data, as the purchases of Instagram and WhatsApp by Facebook illustrate. The
third is the integration of data across services and devices, which allows a single
company to assemble detailed profiles that no individual service could produce
alone. The paper then considers how these profiles are used: to target advertising,
to shape what users see through recommendation algorithms, to predict and
influence behaviour, and to strengthen the market dominance that keeps rivals out.
Cases such as the Cambridge Analytica scandal show that the consequences
extend well beyond commerce into politics and public opinion. The paper argues
that users in the Global South are especially exposed, since they often lack strong
data protection laws and have little bargaining power with firms headquartered
elsewhere. It reviews regulatory responses, including the European Union’s General
Data Protection Regulation and Digital Markets Act, and assesses what they offer
to countries with weaker institutions. The paper concludes that media managers,
policymakers and educators need to treat data literacy as part of media literacy, so
that users understand not only what they consume but also what is being taken
from them in return.
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This study examines Iranian users’ experiences and meaning-making of platform
surveillance on social media, focusing on how they interpret phenomena such as
perceived eavesdropping, data monitoring, and algorithmic operations in their
everyday discourse. The dataset consists of 123 tweets posted by Iranian users on
X, which were analyzed using thematic analysis. The study draws on Shoshana
Zuboff's (2019) concept of surveillance capitalism as its theoretical framework,
which explains how platforms extract behavioral data to develop predictive models
and shape and control user behavior. The findings identify seven major themes: (1)
experiences of digital surveillance and perceived eavesdropping, in which users
describe a sense that their conversations and even thoughts are being monitored;
(2) personalized algorithms and the Explore experience, highlighting the role of
recommendation systems in shaping users’ interests and actions; (3) experiences
of privacy violations and security concerns, reflecting users’ fears and anxieties;
(4) user reactions and resistance, which largely take the form of micro-level,
cultural, and often contradictory practices of resistance; (5) the normalization of
platform surveillance in users’ everyday lives, manifested in practices such as
taking surveillance and eavesdropping for granted; (6) hyper-personalization and
the erosion of perceived randomness in digital experience, in which users perceive
the content they encounter as unusually closely related to their everyday lives,
conversations, and even thoughts; and (7) the relationship between data and
economic power in users’ experiences of platforms, reflecting their awareness of
the connection between platform surveillance and the digital economy. The
findings suggest that, for Iranian users, platform surveillance is not experienced
merely as a technical phenomenon. Rather, it is interpreted, reproduced, and given
meaning as a cultural and psychological reality embedded in everyday life.
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On 28 February 2026, as the American-Israeli campaign against Iran began, a
strike hit a girls' elementary school in Minab. More than 150 people were killed,
most of them children. The building, once part of a neighboring military
compound, had been separated from it in 2016 and publicly listed as a school.
President Trump first said the attack had been carried out by Iran. When press
reports pointed to American forces, he said he did not know, and later remarked
that “mistakes are made.” Although the Pentagon acknowledged that outdated
targeting data had probably caused the strike, its investigation was never made
public. In July 2026, asked about photographs of the destroyed school, the
President suggested that the images might be “Al-generated.” In September, a UN
fact-finding mission found reasonable grounds to believe the strike amounted to a
war crime, a finding the administration rejected. Governments have long found
ways to avoid responsibility for civilian deaths in war. Stanley Cohen's study of
state denial describes three of them: denying that something happened,
reinterpreting what happened, and denying that it matters. The Minab case points
to a further step, in which the evidence itself is called into question. In 2019, legal
scholars Robert Chesney and Danielle Citron called this the “liar's dividend”: once
fabricated images become common, real ones can be dismissed as fake.
Research on the liar's dividend, however, has focused on politicians in domestic
scandals rather than states seeking to escape responsibility for civilian harm. This
paper asks how the United States government responded to the Minab strike, and
what role the claim of Al fabrication played. Drawing on Cohen's account of denial
and the liar's dividend, it applies qualitative content analysis to official American
statements from February to September 2026. The material includes the
President's remarks and interviews, statements from the White House, the
Pentagon, Central Command and the State Department, and congressional letters
pressing for the investigation's release. The analysis is expected to show that
official accounts did not follow a single line. While the Pentagon moved toward
partial acknowledgment, the President continued to deflect responsibility even as
evidence pointing to American forces accumulated. It also argues that the appeal
to artificial intelligence may work differently from older forms of denial: instead of
disputing the facts or their meaning, it casts doubt on whether the facts can be
known at all. Such a move relies on a climate of uncertainty, which the flood of
fake images during the war helped to create. This carries a lesson for media and
information literacy. Teaching citizens to doubt what they see is not enough
unless it comes with practical skills to check whether an image is real. Without
those skills, public skepticism can become a shield for those in power.
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This paper projects alternative futures for media and information literacy that are
human-centered, culturally responsive, and grounded in resilience and well-being.
It responds to the urgent challenges posed by the cognitive warfare landscape,
wherein language education and literacy practices are increasingly co opted by
algorithmic governance, narrative warfare, and utilitarian efficiency logics. The
paper argues that the current civilizational drift, from meanings to means,
demands a fundamental reimagining of how we conceptualize and practice
literacy in contested information ecosystems. Proposing a framework centered on
cognitive agency, the paper advocates for empowering learners not merely to
decode and produce texts, but to critically engage with the underlying
architectures of power that shape meaning-making in digital ecosystems. By
opposing human-centered literacy to Al-centered approaches, it calls for the
cultivation of judgment, empathy, and ethical reasoning in the face of algorithmic
manipulation, polarization, and generative Al-driven content. The paper concludes
that the future of media and information literacy lies in recovering language as a
space for meaning-making, agency, and collective human flourishing.
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Contemporary hybrid warfare, through the widespread use of fake narratives and
cognitive manipulation, has increased individuals’ vulnerability to false
information. Advanced media literacy, as a preventive approach, can strengthen
the cognitive capabilities necessary for detecting and resisting such narratives.
However, empirical evidence regarding the effectiveness of targeted educational
programs in the context of hybrid warfare remains limited. This study aimed to
investigate the effectiveness of advanced media literacy training on reducing
cognitive vulnerability to fake narratives in the context of hybrid warfare. In a
randomized controlled clinical trial, 216 university students (108 in the intervention
group and 108 in the control group) were selected through cluster sampling and
randomly assigned. The intervention group participated in eight 90-minute
sessions of advanced media literacy training, covering fake narrative detection,
source analysis, critical thinking, prebunking, and cognitive resilience. Data were
collected using the Cognitive Vulnerability to Fake Information Questionnaire
(CVFIQ), the Advanced Media Literacy Scale (AMLS), and the Fake Narrative
Detection Test (FNDT) at three time points: pretest, posttest, and two-month
follow-up. Data were analyzed using repeated-measures analysis of variance. The
intervention group showed a significant decrease in cognitive vulnerability scores
(from 3.84 to 1.97) and a significant increase in the ability to detect fake
narratives and media literacy (p < 0.001). The effect size of the intervention was
moderate to large (n? = 0.31). The positive effects of the intervention remained
stable at the two-month follow-up, while no significant changes were observed in
the control group. Advanced media literacy training is an effective and sustainable
approach for reducing cognitive vulnerability to fake narratives in the context of
hybrid warfare and can be utilized as part of national preventive programs in the
field of cognitive security.
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The emergence of advanced computing and generative artificial intelligence has
unprecedentedly increased the complexity and scale of cognitive warfare. Fake
narratives, algorithmic manipulation, and perception engineering have intensified
the cognitive vulnerability of societies. Traditional media literacy is no longer
adequate to address these multilayered threats, highlighting the need for
redesigning comprehensive and multilevel models. This study aimed to design a
multilayer media literacy model to counter cognitive warfare in the era of
advanced computing and artificial intelligence.This research adopted a qualitative
approach using grounded theory. Data were collected through semi-structured
interviews with 28 experts in the fields of media literacy, cognitive security,
artificial intelligence, and hybrid warfare studies. Purposive sampling continued
until theoretical saturation was reached. Data analysis was performed using open,
axial, and selective coding.The final model consists of five interconnected layers:
(1) foundational layer (information literacy and source verification), (2) critical
layer (critical thinking and metacognition), (3) algorithmic layer (algorithmic
literacy and understanding of recommendation systems), (4) narrative-cognitive
layer (cognitive vaccination and prebunking), and (5) future-oriented layer
(generative Al literacy and resistance to perception engineering). These layers
operate within a framework of data governance and user cognitive agency.The
proposed multilayer media literacy model provides a comprehensive and practical
framework for empowering individuals against cognitive warfare in the age of
artificial intelligence. Implementing this model in educational systems and
national cognitive security programs can significantly enhance societal resilience
to emerging threats.
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Much of the public conversation about misinformation still assumes a rational
user who weighs evidence and is misled only when the evidence is false. Everyday
experience on Persian social media points somewhere else. People share, defend
and attack content mainly on the basis of what it makes them feel and what it
confirms about the world they already believe in. Anger, pride, humiliation, fear and
hope travel faster than facts, and posts that stir strong emotion tend to draw the
most engagement. Those who run cognitive operations understand this well. Their
messages are built less to persuade than to provoke, aiming to deepen existing
loyalties and resentments until accuracy hardly matters. This paper brings
together several lines of research on Iranian digital publics, including work on
emotional expression and audience engagement, on the relationship between prior
beliefs and reactions to social media messages, on fake news in Iran, and on
orientalist self-perceptions among Iranians, to examine the human mind as an
affective battlefield. It argues that vulnerability to manipulation is shaped less by a
lack of information than by the emotional and identity commitments people bring
to what they read. Messages that flatter a group’s self-image or confirm its
grievances are accepted with little scrutiny, whether they come from foreign
media, domestic institutions or rival online camps. The paper suggests that media
and information literacy should therefore pay as much attention to emotion as to
evidence. Users need to learn to notice their own emotional reactions, to treat
strong feeling as a reason to pause, and to recognise when content is designed to
exploit their loyalties. The paper concludes with suggestions for literacy
programmes that address affect and identity directly instead of treating them as
noise.
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The increasing role of social media in geopolitical conflicts has made visual
communication an important arena for competing political narratives. Memes,
images, and short-form videos enable political actors to communicate complex
messages through condensed visual forms, emotional appeals, and symbolic
representations. Explosive Medja is an English-language digital media outlet
associated with Iranian non-state political messaging that uses social media
platforms and visually oriented content to communicate alternative narratives
about geopolitical conflicts and challenge dominant Western representations of
Iran. This study examines Explosive Media’s content on X (formerly Twitter) to
explore how visual narratives contribute to Iran’s counternarratives in the context
of US—Iran cognitive warfare. Drawing on Robert Entman’s framing theory, the
research employs qualitative visual analysis to investigate how visual composition,
textual elements, humor, and irony shape the representation of political actors and
geopolitical events. The analysis examines how Explosive Media’'s content
potentially challenges dominant US narratives by constructing alternative
representations of power, legitimacy, resistance, and military strength. Through a
comparative examination of selected posts on X, the study seeks to identify
recurring visual strategies and narrative patterns that characterize the account’s
political messaging. By connecting visual political communication with cognitive
warfare and digital counternarratives, this study contributes to understanding how
short-form media function within contemporary geopolitical narrative competition.
It also offers a framework for examining how platform-based visual storytelling
participates in struggles over political credibility, conflict interpretation, and the
symbolic construction of power in the digital information environment. In
conclusion, this study aims to demonstrate how visual narratives function as
instruments of digital counter-narrative construction, offering insights into the role
of short-form media in shaping competing representations of geopolitical conflict
and the broader dynamics of cognitive warfare.
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In armed conflict, official accounts of events and the portrayals of adversaries
they convey shape public interpretations of the conflict, judgments about the
legitimacy of military action, and willingness to rally around national defense and
sovereignty. Yet wartime conditions can make it harder to distinguish verified
information from unsubstantiated claims and to evaluate competing accounts,
particularly where access to reliable information is restricted and misleading
narratives circulate. This paper examines how strategic communication and Media
and Information Literacy (MIL) may jointly address information disorder,
strengthen democratic accountability, and safeguard the public’s right to
information. Drawing on scholarship in both fields and in crisis and emergency
risk communication, the paper proposes a multi-stakeholder approach to
addressing wartime information disorder, emphasizing the complementary roles
of accountable institutional communication and the public’s capacity to access,
seek, critically evaluate, use, and responsibly share information. Within this
framework, the paper argues that governments and public institutions should
communicate accurately, transparently, and in a timely fashion, acknowledge
uncertainty, and correct errors swiftly. Official communication should provide
accurate and transparent accounts of government decisions, explain their
rationale, and acknowledge relevant uncertainties and limitations. These principles
should guide both domestic public affairs and public diplomacy. The paper
therefore argues that MIL should be cultivated through lifelong learning and
integrated into civic education and crisis preparedness, enabling people to seek
information, assess competing claims, recognize persuasive framing, and make
informed judgments. Such efforts must be accompanied by public communication
that is accurate, timely, transparent about uncertainty, and open to scrutiny. By
bringing MIL and strategic communication into conversation, the paper argues
that preparing societies for wartime information disorder requires both the public’s
capacity to engage critically and responsibly with information and institutions’
commitment to providing it.
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Media have become an important part of adolescents’ everyday lives. However,
adolescents are not only receivers of media messages. They also take part in
receiving, interpreting, evaluating, and sharing these messages. Activities such as
commenting, sharing, and following content show that adolescents have an active
role in how they engage with media. This role becomes more important when
media can influence people’s perceptions, attitudes, and decisions. Media literacy
can play an important role in strengthening adolescents’ cognitive agency. It can
help them analyze and evaluate media messages, understand how media can
influence people, and make more informed choices when engaging with content.
Therefore, media literacy is not only about understanding and evaluating
messages, it can also help adolescents decide how they respond and participate
in the media environment. This is especially important as cognitive warfare and
efforts to influence people’s perceptions, attitudes, and decisions have received
increasing attention. From this perspective, the ability to critically analyze and
evaluate media messages can support more informed and responsible
participation in the media ecosystem. Accordingly, this study examines existing
research on adolescents’ cognitive agency in the media ecosystem and the role of
media literacy in developing and strengthening this agency. It provides an overview
of the main dimensions, contexts, and ways in which adolescents develop their
cognitive agency through their engagement with media.
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This paper argues that cognitive warfare targets the somatic foundations of
knowledge. In order to develop this claim, it draws on Gallagher and Zahavi's EAE
approach to 4EA cognition, which understands cognition as dynamic bodily
engagement with the world. This account aligns with Colombetti’'s affective
enactivism and Caracciolo’s enactivist narratology. It discusses how enemies’
narratives function as textual affordances that make embodied simulations and
evoke somatic states such as fear, division, and hopelessness. In this way,
knowledge is mostly foreclosed. Caracciolo describes this resulting somatic
residue as somatic conditioning, an affective capture that precedes conscious
reasoning. Building on this framework, the paper examines how enemy
broadcasts, including a few Iran International’s headlines during the 39-day
US/Israeli war, use what can be termed somatic engineering to hijack this somatic
layer. They show how their framing seeks to impose a bodily reality directly,
bypassing critical thought. The paper then outlines countermeasures for epistemic
resistance. McGuire's inoculation theory, and its contemporary operationalized
form, i.e., preemptive bunking, offers a framework for building cognitive
immunization. Meanwhile, lateral reading and the SIFT method provide practical
steps for evaluating sources. At the messaging level, Lakoff’s framing logic can
help debunk claims without amplifying them. Also, epistemic vigilance is an
automatic tendency they seek to recalibrate toward source and content
evaluation. Finally, the paper argues that countermeasures must themselves be
re-embodied. This process begins by training audiences to notice and name the
somatic responses prompted by textual affordances, then reconnect those
responses in collective narrative practice. Thus, conditioned somatic responses
can become kinaesthetic knowledge: reflective, embodied understanding that
helps audiences recognize and resist manipulation. In this way, the public can
become active citizens with cognitive agency and epistemic independence.
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Algorithmic media environments, through content personalization, attention architecture,
and feedback loops, have elevated perception engineering from manipulating messages
to designing architectures of attention, emotion, and interpretation. Mechanisms such as
agenda-setting, framing, cognitive priming, selective exposure, filter bubbles, and echo
chambers influence social perception. Verses were selected according to their
explicitness, communicative—cognitive function, and coverage of the model's levels:
Tabayyun (al-Hujurat 49:6), fitrah (al-Rum 30:30), Karamah (al-Isra’ 17:70), and Adl (al-
Nahl 16:90). Shi‘i exegetical sources were selected for methodological diversity: al-Mizan
(Quran-by-Quran), al-Tibyan (theological-rational), Majma' al-Bayan (comprehensive),
Nur al-Thagalayn (narrative), and Tafsir al-Qummi (narrative—historical). Analysis
proceeded through four stages: open coding, tafsir triangulation, functional
correspondence, and framework synthesis. Rigor was ensured through an audit trail, peer
debriefing, and interpretive triangulation. The framework comprises four levels: media
exposure architecture (macro), cognitive—interpretive processes (micro), epistemic—
normative evaluation (normative), and perceptual—behavioral consequences (social).
Differentiation progresses from description to prescription: the first two levels are
descriptive, while the latter two are evaluative and prescriptive. Quranic concepts provide
normative criteria, while communication mechanisms offer analytical descriptions; their
relationship involves functional correspondence, not conceptual identity or direct
causality. Findings span all four levels. At the epistemic level, Tabayyun establishes a
precondition for evaluating reports through verification before republication.
Corresponding functionally to framing, it strengthens resistance to manipulated frames,
indicated by reduced circulation of unverified news and increased consultation of
complementary sources. At the cognitive—affective level, fitrah, understood as an
authentic cognitive—moral disposition, resists algorithmically induced bias and
corresponds to defenses against priming. Indicators include reduced confirmation bias
and selective exposure, alongside greater cognitive flexibility. At the normative level,
human dignity (Karamah) grounds a non-instrumental relationship with audiences and
challenges the attention economy. Indicators include greater source diversity, less
exploitation of emotional vulnerability, and disruption of filter bubbles. At the social level,
justice (AdI) provides a criterion for cognitive distribution, supporting balanced
representation against selective agenda-setting. Indicators include fairer representation
of social groups and issues and reduced echo chambers.

Keywords
#perception engineering #cognitive ecosystem #Qur'an #cognitive resilience
#algorithmic media



Conference
Proceedings 165

Corporate Responsibility and Cognitive
Agency in the Global Individual Sports
Industry

Vali Shokri

PhD, Department of Physical Education, Faculty of Physical Education and Sports,
Sciences, South Tehran Branch, Islamic Azad University, Tehran, Iran
vali.shokri@iau.ac.ir

The expansion of digitally connected running, cycling, and other individual sports
has created a global commercial ecosystem linking applications, wearable
devices, coaching services, and equipment manufacturers. Within this ecosystem,
personal performance becomes commercially valuable information. Sports
applications collect routes, exercise schedules, heart rates, and social interactions,
turning workouts into persistent digital records. The central question is how
companies should benefit from these records while respecting users’ autonomy
and privacy. This conceptual paper examines data responsibility in the individual
sports industry through corporate accountability and media and information
literacy. Its framework distinguishes data necessary to deliver a requested service
from information collected for profiling, promotion, or product development. It also
separates information users deliberately publish from sensitive inferences drawn
by combining activity records over time. This distinction matters because agreeing
to record a run does not necessarily indicate informed willingness to disclose daily
routines, reveal locations associated with home or work, or become subject to
behavioral targeting. The paper argues that responsible sports applications should
adopt data minimization, protective default settings, accessible privacy
explanations, explicit choices concerning secondary uses, and clear retention
limits. These principles align with established guidance on mobile health
applications. Responsibility should extend to connected services and commercial
partners, with options to inspect, export, and delete personal records. The
framework also asks whether personalized recommendations, rankings, and
notifications support users’ goals or create pressures they cannot readily
recognize or contest. Media and information literacy provides the educational
component: users need to understand how performance measurements become
profiles, how recommendations are generated, and how visibility settings affect
exposure. However, education cannot compensate for interfaces that obscure
consequential choices. Responsibility should reflect each actor’s control:
individuals exercise judgment, while companies bear greater responsibility for
systems they design and control. The paper connects individual sports with
cognitive agency, arguing that trustworthy digital sport should strengthen people’s
capacity to govern their physical activity and its informational consequences.
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Social media have become an important source of news and information.
However, assessing the credibility of content published on these platforms and
recognizing the limitations of media representations of reality are essential
aspects of users’ critical engagement with media information. This study
examines the relationship between critical media literacy and news credibility
assessment among social media users in Iran. The data were drawn from our
national survey of 14,505 respondents aged 15 and older across all 31 provinces
of Iran. The study focuses on the critical dimension of media literacy and its
relationship with users’ trust in news and information disseminated through
domestic and international social media platforms. Descriptive findings indicate
that 58% of respondents agreed or strongly agreed with the statement, “Social
media do not show us the full reality of society,” while 23.2% disagreed or strongly
disagreed with it. These findings suggest that a substantial proportion of
respondents recognize that social media content does not provide a complete
representation of social reality. Examining the relationship between this
perception, trust in news, and approaches to assessing information credibility
provides a basis for understanding how awareness of the limitations of media
representation relates to users’ engagement with news.
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International news media play an important role in shaping how countries are
understood beyond their borders. For many audiences, news reports are a primary
source of information about countries they have never visited. The topics that
receive attention and the stories that are repeatedly presented can influence a
country’s image over time. This raises an important question: when a country is
frequently covered during political or military crises, does its media image become
closely associated with crisis itself? This study examines the representation of
Iran in Al Jazeera English’s YouTube news coverage during two periods: one
marked by heightened political or military tension and another characterized by
comparatively lower tension. It investigates whether Iran’s representation changes
between these periods or whether crisis-related themes continue to dominate
when immediate tensions are lower. Rather than assuming that international
media necessarily present a negative or distorted image of Iran, the study
examines whether the range of topics and perspectives changes with the political
context and whether some aspects of Iranian society receive less attention. The
central research question is: How does Al Jazeera English represent Iran during
periods of crisis and non-crisis, and to what extent does its coverage present Iran
beyond geopolitical tensions? The analysis will focus on videos published on the
channel’s official YouTube account during the two selected periods. It will
examine coverage of conflict and security, diplomacy, economic issues, social life,
culture, and human experiences, considering which aspects of Iran receive
attention and how they are presented. The study will employ a mixed-methods
content analysis. First, the selected videos will be classified according to their
main topics and dominant frames. The frequency and distribution of these
categories will be compared across the two periods to identify patterns and
changes in coverage. Second, a qualitative analysis of selected videos will
examine how Iran is described, which themes are emphasized, and which aspects
remain less visible. This approach will connect broad patterns in topic selection
with the ways individual reports construct Iran’s image. By comparing coverage
across different political contexts, the study will explore whether crisis-related
narratives are limited to periods of heightened tension or continue to shape Iran’s
representation during quieter times. It aims to contribute to research on
international journalism and media framing by examining how news priorities and
political circumstances influence the representation of a country over time.
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Irag’s satellite channels operate in one of the most contested media environments
in the region. Many are tied to political parties, religious groups or foreign
sponsors, and their audiences have grown used to competing versions of the
same events. Generative artificial intelligence has entered this environment quickly
and with little regulation. It gives newsrooms new ways to translate, write, edit and
produce visual material, but it also gives those engaged in cognitive warfare cheap
tools for fabricating images, voices and news reports in Arabic. Newsroom staff
stand at the point where these two developments meet, yet little is known about
how they actually use these technologies or how prepared they are to recognise
their misuse. This study addresses that gap through a survey of staff working in
Iraqi satellite channels, including editors, correspondents, producers and
presenters. The questionnaire examines how often and for what purposes
respondents use generative Al tools, how they judge the benefits and risks of
these tools, how confident they feel in identifying synthetic content, and which
verification practices they follow. It also asks about the training they have received,
whether their institutions have policies on Al use, and their views on disclosing Al-
assisted content to audiences. Responses are compared across job roles, years of
experience and type of channel ownership, whether state, partisan or private. The
study aims to give media colleges, newsroom managers and regulators an
evidence base for designing Al literacy training that helps Iraqi journalists resist
manipulation, whether it comes from outside the country or from domestic
political actors.
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“Liberalism” is one of the fundamental ideas of the West, with John Locke
considered one of its founders. This idea emphasizes aspects such as limited
government, freedom, and private property. In the 1970s, market-based liberal
ideas were revived and expanded in the form of neoliberalism. In contrast, there is
a competing economic discourse referred to in this study as the “state-oriented”
approach. This study does not aim to prove which of these perspectives is right or
wrong; rather, it aims to examine competing economic narratives in the media and
identify the techniques through which these narratives are constructed and
employed to persuade audiences. In this process, aspects such as the selection
and omission of information, the highlighting of certain evidence, the presentation
of statistics and evidence, exaggeration, the creation of binary oppositions, the
framing of issues, and the use of persuasive techniques are taken into
consideration. The main research question is: What techniques do competing
economic narratives in the media use to present and reinforce their viewpoints and
persuade audiences, and how can these techniques be identified and evaluated
from a media literacy perspective? The study also seeks to identify components of
media literacy that can help audiences critically engage with different economic
narratives. In this study, content published by selected news agencies and
analytical news media in connection with the statements and views of prominent
advocates of the free-market economy and the state-oriented economy will be
examined and compared as research data. The research method is qualitative
thematic analysis with a comparative approach. Ultimately, by identifying and
comparing the persuasive techniques used in competing economic narratives, this
study is expected to develop a set of media literacy components and questions
that can serve as a basis for audiences’ critical engagement with economic media
messages.
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Al can now produce fake images, videos, and voices that look real, and they
spread fast on social media. During recent conflicts, for example, fabricated war
footage circulated widely and was often mistaken for the real thing. In what is
called cognitive warfare, the goal is to shape how people see and judge events
without using physical force, and ordinary users often carry the message further
without knowing it. They are not trying to join an information war. They simply
share what looks interesting, urgent, or familiar. This conceptual paper reviews
existing research and argues that media and information literacy (MIL) should
treat users as actors, not just audiences. It points to three reasons why everyday
sharing becomes participation. First, people make quick, low-effort decisions,
especially when they are distracted, overloaded, or anxious, so they share before
checking. Second, they struggle to spot Al-generated content, yet feel confident
they can, which makes simple awareness campaigns less protective than
expected. Third, after seeing such content again and again in their feeds, they may
stop caring whether it is real, so no one verifies or reports it. The paper applies
these ideas to Iran, where research has looked at fake news and media literacy but
little has asked how users deal with Al-generated content. It suggests seeing
users as active gatekeepers of information, and it discusses what this means for
MIL programs. These could teach everyday verification habits, build awareness of
how Al content is made and recommended, and challenge the belief that “my
share doesn't matter.” Finally, the paper proposes questions for future studies of
how Iranian users check what they see online.
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Within hours of the start of the US-Israeli war on Iran on 28 February 2026, a US
missile destroyed the Shajareh Tayyebeh elementary school in Minab, killing more
than 150 people, most of them children. Artificial intelligence soon became central
to how the attack was explained and disputed. A Pentagon review later linked the
strike to heavy reliance on an Al targeting system, while the US president
suggested that the images of the dead might themselves be Al-generated. This
article asks how Persian-language social media users made sense of Al’s role in
the killing. It analyses 2,944 posts from X, Telegram and Instagram that mentioned
both Minab and Al between February and October 2026, using inductive thematic
coding and frame analysis. Four frames emerged. Al appeared as a killer, as a
fabricator of evidence, as a medium of mourning, and as an arbiter consulted to
settle disputes over what had happened. The platforms carried these frames in
different ways. Denial of the strike was almost entirely confined to small accounts
on X, where users also argued most sharply over whether “Al error” was an excuse.
Telegram channels rebutted the denial and relayed reports on Al targeting in near-
identical texts, and Instagram turned the children into subjects of synthetic
commemoration. Across all three platforms, invoking Al tended to move
responsibility away from the people who planned and carried out the attack.
Iranian users largely resisted that move, insisting that the children were real and
that their deaths had to be answered for by people, not machines.
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Generative Al has made it cheap to produce convincing text, images, audio and
video, and it is quickly finding its way into cognitive operations around the world.
For societies on the edges of the global technology economy, the worry takes a
particular shape. The models behind these tools learn mostly from material in
dominant languages and cultures, and they carry the stereotypes and hierarchies
of that material with them. Dari and Pashto are thinly represented, and two
consequences follow. What these systems produce about Afghans is often
distorted. The tools meant to detect or moderate synthetic content also work
poorly in our languages, so local audiences are left more exposed. We read this
situation through postcolonial theory and treat generative Al as a new
infrastructure through which centres of technological power describe, and to some
extent define, the periphery. Media and information literacy, we argue, now needs
an Al component designed for linguistically marginalised communities. People
should understand in broad terms how these systems work, learn some of the
signs of synthetic content, and know what biases the systems tend to carry. The
challenges are not limited to external sources. Generative Al tools may be used in
different contexts to influence public narratives, shape interpretations of historical
events, or affect how individuals and groups understand information. Al literacy
therefore needs to help people recognize and critically assess these potential uses
across different contexts. We conclude with a call for local-language datasets, Al
literacy work led by communities themselves, and closer cooperation among
countries of the South, so that societies like Afghanistan can help shape
generative Al instead of only being shaped by it.
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Prebunking has become one of the most popular answers to misinformation. The
idea, taken from inoculation theory, is that people who are shown a weakened
version of a manipulation technique become better at resisting the real thing, and
a good deal of experimental work supports it. Almost all of that work, though, was
designed and tested with audiences in Europe and North America. Its examples,
its threat models and even its working definition of misinformation carry the marks
of that origin. When these interventions are brought to countries like Afghanistan,
they can arrive with quiet judgements about which sources are reliable and which
narratives are dangerous. Those judgements often line up with the interests of
whoever paid for them. We offer a postcolonial reading of prebunking, but we do
not reject it. What we find most useful in inoculation theory is that it targets
techniques rather than sources. Someone who can spot emotional exploitation,
false choices, scapegoating or an old photograph passed off as new is protected
wherever the message comes from: a foreign ministry, an international
broadcaster, a transnational movement or their own government. We look at how
Afghan proverbs, storytelling and religious teachings on truthful speech could
supply the material for inoculation messages, since people tend to trust and
remember lessons framed in their own moral language. We also emphasize the
importance of ensuring that prebunking approaches are applied in ways that
respect diverse perspectives and avoid unfairly dismissing differing viewpoints.
The paper ends with design principles for prebunking that is locally owned,
focused on techniques, and fair to all sides.
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